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TN B EnclaveDB — A Secure Database using SGX

Christian Priebe, Kapil Yaswani, Manuel Costa
To appear in the Proceedings of the IEEE Symposium on Security & Privacy, May 2018 | May 2018
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Partnered health facilities contribute private patient health data sets to train a ML model

Each facility only sees their respective data sets (aka no one, not even cloud provider, can
see all data or trained model, if necessary)

All facilities benefit from using trained model
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Product Name

Intel® Xeon® E-2278GEL
Processor

Intel® Xeon® E-2278GE Processor

Intel® Xeon® E-2176G Processor

Intel® Xeon® E-2186G Processor
Intel® Xeon® Processor E3-1240L
v5

Intel® Xeon® Processor E3-1280
v

Intel® Xeon® Processor E3-1220
v5

Status

Launched

Launched

Launched

Launched

Launched

Launched

Launched

Launch Date

Q219

Qz2"19

Q318

Q318

Q415

Q415

Q415

# of Cores

Max Turbo
Frequency

3.90 GHz

4,70 GHz

4,70 GHz

4,70 GHz

3.20 GHz

4,00 GHz

3.50 GHz

Processor Base
Frequency

2.00 GHz

3.30GHz

3.70GHz

3.80 GHz

2.10 GHz

3.70GHz

3.00 GHz

Intel introduced the Intel SGX Card in February 2019. It is a new way to help extend

application memory protections using Intel Software Guard Extensions in existing data center
infrastructure. (Credit: Intel Corporation)

Cache TDP Processor Graphics § ‘Eﬁmh?g:

Intel® UHD Graphics

16 MB 35w

630
16 MB 0w Intel® UHD Graphics

630

- )

12 MB 0w Intel® UHD Graphics
SmartCache 630
12 MB Intel® UHD Graphics
SmartCache 9w P&30

Intel SGX for the Data Center

Helping protect customer data in the cloud is a top priority for cloud service providers. Intel®
Software Guard Extensions (Intel® SGX) was designed to help create more secure
environments without having to trust the integrity of all the layers of the system. The
technology isolates specific application code and data to run in private regions of memory,
or enclaves. Intel SGX is currently used by top cloud providers, including Alibaba Cloud®,
Baidu*, IBM Cloud Data Guard* and Microsoft Azure* for various projects to help protect
customer data at runtime. Today, Intel announced new products and ecosystem solutions
that enable Intel SGX to be used even more broadly in the data center.

More: RSA 2019

Scaling Intel SGX for the Cloud: Intel introduced the Intel SGX Card, a new way to help
extend application memory protections using Intel SGX in existing data center infrastructure.
Though Intel SGX technology will be available on future multi-socket Intel® Xeon?® Scalable
processors, there is pressing demand for its security benefits in this space today. Intel is
accelerating deployment of Intel SGX technology for the vast majority of cloud servers
deployed today with the Intel SGX Card. Additional benefits offer access to larger, non-
enclave memory spaces, and some additional side-channel protections when
compartmentalizing sensitive data to a separate processor and associated cache. Availability
is targeted for later this year.
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Graviton: Trusted Execution
Environments on GPUs

Stavros Volos and Kapil Vaswani, Microsoft Research;
Rodrigo Bruno, INESC-ID / IST, University of Lisbon

https://www.usenix.org/conference/osdil8/presentation/volos

This paper is included in the Proceedings of the
13th USENIX Symposium on Operating Systems Design
and Implementation (OSDI '18).

October 8-10, 2018 - Carlsbad, CA, USA
ISBN 978-1-931971-47-8

Heterogeneous Isolated Execution for Commodity

GPUs
Insu Jang Adrian Tang Taehoon Kim
insujang@calab.kaist.ac.kr atang@cs.columbia.edu thkim@calab.kaist.ac.kr

School of Computing, KAIST
Daejeon, Republic of Korea

Department of Computer Science, School of Computing, KAIST

Columbia University Daejeon, Republic of Korea

New York, NY, USA
Simha Sethumadhavan Jaehyuk Huh
simha(@cs.columbia.edu jhhuh@kaist.ac.kr
Department of Computer Science. School of Computing, KAIST
Columbia University Daejeon, Republic of Korea

New York, NY, USA
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Function Privacy

Using an API

API call containing your data
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Memory Safety

Hacking in Darkness: Return-oriented
Programming against Secure Enclaves

Jaehyuk Lee and Jinsoo Jang, KAIST; Yeongjin Jang, Georgia Institute of Technology;
Nohyun Kwak, Yeseul Choi, and Changho Choi, KAIST; Taesoo Kim, Georgia Institute of
Technology; Marcus Peinado, Microsoft Research; Brent Byunghoon Kang, KAIST

https://www.usenix.org/conference/usenixsecurity17/technical-sessions/presentation/lee-jaehyuk

This paper is included in the Proceedings of the

26th USENIX Security Symposium
August 16-18, 2017 « Vancouver, BC, Canada
ISBN 978-1-931971-40-9

The Guard’s Dilemma: Efficient Code-Reuse
Attacks Against Intel SGX

Andrea Biondo and Mauro Conti, University of Padua; Lucas Davi, University of Duisburg-
Essen; Tommaso Frassetto and Ahmad-Reza Sadeghi, Technische Universitdt Darmstadt

https://www.usenix.org/conference/usenixsecurity18/presentation/biondo

This paper is included in the Proceedings of the

27th USENIX Security Symposium.
August 15-17, 2018 - Baltimore, MD, USA
ISBN 978-1-939133-04-5
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VIRTUALIZATION)

Extracting Secrets from Encrypted Virtual Machines

Mathias Morbitzer* Manuel Huber" Julian Horsch

F]_’a‘unhofe]_’ AISEC Franmhnfar ATQRT Frannhafar ATQEC

Garching near Munich, 6¢ Fyplojting Unprotected I/0O Operations in AMD’s Secure

morbitzer@aisec.fraunho

Encrypted Virtualization

Authors:
Mengyuan Li, Yingian Zhang, and Zhigiang Lin, The Ohio State University; Yan Solihin, University of Central Florida

SEVered: Subverting AMD’s Virtual Machine Encryption

Mathias Morbitzer, Manuel Huber, Julian Horsch and Sascha Wessel
Fraunhofer AISEC
Garching near Munich, Germany
{firstname.lastname}@aisec.fraunhofer.de
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