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Abstract. Inthis paper, we describe a new variant of cube attacks called
correlation cube attack. The new attack recovers the secret key of a cryp-
tosystem by exploiting conditional correlation properties between the
superpoly of a cube and a specific set of low-degree polynomials that we
call a basis, which satisfies that the superpoly is a zero constant when all
the polynomials in the basis are zeros. We present a detailed procedure of
correlation cube attack for the general case, including how to find a basis
of the superpoly of a given cube. One of the most significant advantages
of this new analysis technique over other variants of cube attacks is that it
converts from a weak-key distinguisher to a key recovery attack.

As an illustration, we apply the attack to round-reduced variants of
the stream cipher TRIVIUM. Based on the tool of numeric mapping intro-
duced by Liu at CRYPTO 2017, we develop a specific technique to effi-
ciently find a basis of the superpoly of a given cube as well as a large set
of potentially good cubes used in the attack on TRIVIUM variants, and
further set up deterministic or probabilistic equations on the key bits
according to the conditional correlation properties between the super-
polys of the cubes and their bases. For a variant when the number of
initialization rounds is reduced from 1152 to 805, we can recover about
7-bit key information on average with time complexity 2%*, using 2%°
keystream bits and preprocessing time 2°!. For a variant of TRIVIUM
reduced to 835 rounds, we can recover about 5-bit key information on
average with the same complexity. All the attacks are practical and fully
verified by experiments. To the best of our knowledge, they are thus far
the best known key recovery attacks for these variants of TRIvVIiUM, and
this is the first time that a weak-key distinguisher on TRIVIUM stream
cipher can be converted to a key recovery attack.
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1 Introduction

In recent years, cube attacks [11] and their variants [2,12,18] have been
proven powerful in the security analysis of symmetric cryptosystems, such as
TRIVIUM [2,8,11,15], Grain-128 [9,12,16] and KECCAK sponge function
[3,10,18], producing the best cryptanalytic results for these primitives
up to the present. Cube attacks were introduced by Dinur and Shamir at
EUROCRYPT 2009 [11]. They are a generalization of chosen IV statistical
attacks on stream ciphers [13,14,27], as well as an extension of higher order
differential cryptanalysis [21] and AIDA [32]. The attacks treat a cryptosystem
as a black-box polynomial. An attacker evaluates the sum of the output of poly-
nomials system with a fixed private key over a subset of public variables, called a
cube, in the hope of finding a linear coefficient of the term with maximum degree
over the cube, referred to as a superpoly. The basic idea of cube attacks is that
the symbolic sum of all the derived polynomials obtained from the black-box
polynomial by assigning all the possible values to the cube variables is exactly
the superpoly of the cube. The target of cube attacks is to find a number of
linear superpolys on the secret variables and recover the secret information by
solving a system of linear equations. In [11], the techniques was applied to a
practical full key recovery on a variant of TRIVIUM reduced to 767 rounds.

Since the seminal work of Dinur and Shamir, several variants of cube attacks
have been proposed, including cube testers [2], dynamic cube attacks [12] and
conditional cube attacks [18]. A cube tester [2] can detect the nonrandomness in
cryptographic primitives by extracting the testable properties of the superpoly,
such as unbalance, constantness and low degree, with the help of property testers.
However a cube tester does not directly lead to key recovery attacks. Dynamic
cube attacks [12] improve upon cube testers by introducing dynamic variables.
When a set of conditions involving both the key bits and the dynamic variables
are satisfied, the intermediate polynomials can be simplified, and cube testers
(with assigned values to satisfy the conditions) are used to extract the nonran-
domness of the cipher output. In this respect, a system of equations in the key
bits and the dynamic variables are established. The discovery of the conditions
mostly attributes to the manual work of analyzing the targeted cipher structure.
Conditional cube attacks [18] work by introducing conditional cube variables and
imposing conditions to restrain the propagation of conditional cube variables.
Similar to dynamic cube attacks, the conditions used in conditional cube attacks
are required to be dependent on both public bits and secret bits.

A key step to a successful cube-like attack is the search of good cubes and the
corresponding superpolys during a precomputation phase. When such cubes are
found, the attacker simply establishes and solves a polynomial system regarding
the private key during the online phase. When cube attacks were first introduced
n [11], the cryptosystems were regarded as black-box, and the authors used
random walk to search for cubes experimentally. As the sum over a cube of
size d involves 2% evaluations under the fixed key, the search of cubes is time-
consuming and the size of the cube is typically around 30, which restricts the
capability of the attacker for better cubes. In [1] Aumasson et al. proposed an
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evolutionary algorithm to search for good cubes. Greedy bit set algorithm was
applied by Stankovski in [28] to finding cubes in distinguishers of stream ciphers.
The authors of [15] and [23] both used the union of two subcubes to generate
larger cube candidates. With the improved cubes of size between 34 and 37, a
key recovery attack on TRIVIUM reduced to 799 rounds [15] and a distinguisher
on TRIVIUM reduced to 839 rounds [23] are proposed.

Recently two works on cube attacks using large cubes of size greater than
50 were presented at CRYPTO 2017. Both of them treat the cryptosystems as
non-blackbox polynomials. The one by Todo et al. [30] uses the propagation of
the bit-based division property (see also [29,31]) of stream ciphers, and presents
possible key recovery attacks on 832-round TRIviUM, 183-round Grain-128a and
704-round ACORN with the cubes of sizes 72, 92 and 64 respectively. The other
one by Liu [22] uses numeric mapping to iteratively obtain the upper bound
on the algebraic degree of an NFSR-based cryptosystem. Based on the tool
of numeric mapping, cube testers are found for 842-round TRIVIUM, 872-round
KREYVIUM, 1035-round TRIVIA-SC (v1) and 1047-round TRIVIA-SC (v2) with
the cubes of sizes 37, 61, 63 and 61 resepectively [22].

Our Contributions. In this paper, we propose a new variant of cube attacks,
named correlation cube attack. The general idea of this new attack is to exploit
conditional correlation properties between the superpoly of a cube and a specific
set of low-degree polynomials that we call a basis. The basis satisfies that the
superpoly is a zero constant when all the polynomials in the basis are zeros. If
the basis involves secret bits and has non-zero correlation with the superpoly,
we can recover the secret information by solving probabilistic equations.

The attack consists of two phases: the preprocessing phase and online phase.
The preprocessing phase tries to find a basis of a superpoly and its conditional
correlation properties with the superpoly. The online phase targets at recovering
the key by setting up and solving systems of probabilistic equations. We give a
detailed procedure of both phases for the general case, including how to find a
basis of the superpoly of a given cube.

As an illustration, we apply the attack to two reduced variants of the well-
known stream cipher TRIVIUM [8], and obtain the best known key recovery
results for these variants. TRIVIUM uses an 80-bit key and an 80-bit initial
value (IV). We present two attacks for a variant of TRIVIUM when the num-
ber of initialization rounds is reduced from 1152 to 805. The first attack recovers
about 7 equations on the key bits by 24 trials on average, i.e., 3-bit key informa-
tion, using 237-bit operations and 237-bit data, at the expense of preprocessing
time 247, In the second attack, we can recover about 14 equations on the key bits
by 27 trials on average, i.e., 7-bit key information, with time complexity 244 and
245 keystream bits, at the expense of preprocessing time 2°'. For a variant of
TRIVIUM reduced to 835 rounds, we can recover about 11 equations by 26 trials
on average with the same complexity, that is, we can recover about 5-bit key
information on average. The equations we recovered are linear or quadratic, and
the quadratic ones can be easily linearized after guessing a few bits of the key.
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All the attacks are directly valid for more than 30% of the keys in our experi-
ments, and it also works for most of the other keys at the cost of recovering less
key information.

Our results are summarized in Table 1 with the comparisons of the previous
key recovery attacks on TRIVIUM. In this table, by “Time” we mean the time
complexity of a full key recovery. The attack time 29%° [24] of the full cipher is
measured by bit operations, while the others are measured by cipher operations.
The previous best known practical partial key recovery is applicable to a variant
of Trivium reduced to 799 rounds, proposed by Fouque and Vannet [15]. The
previous best known impractical (and possible) partial key recovery that is faster
than an exhaustive search is applicable to a variant of Trivium reduced to 832
rounds, presented by Todo et al. [30]. This was shown by recovering the superpoly
of a cube of size 72 with preprocessing time 277. It is possible to extract at most
one key bit expression (if the superpoly depends on the key). At the same time,
it is also possible that it is a distinguisher rather than a key recovery (when
the superpoly does not depend on the key). In this paper, we convert from a
practical weak-key distinguisher to a practical partial key recovery attack, which
is applicable to a variant of Trivium reduced to 835 rounds.

Table 1. Key recovery attacks on round-reduced TRIVIUM

#Rounds | Preproc | Data | Time | Ref

576 - 212 1238 1 [32]

672 - 215 1255 1 [14]

735 - 229 1230 1[11]

767 - 234 1236 1[11]

784 - 239 1238 1 [15]

799 - 210 1252 1 [15]

805 247 257 1277 | Section4.3
805 251 21 | 2™ | Section4.5
832 277 27 IN.A | [30]

835 251 21 127 | Section4.4
Full _ 261.5 | 999.5 [24]

Full - - 280 Brute Force

The first and most critical steps in our attack are how to find good cubes and
their bases. Benefited from the tool of numeric mapping [22], one can evaluate
an upper bound on the algebraic degree of internal state of TRIVIUM in linear
running time. Based on this tool, we specialize the techniques to efficiently find
a basis of the superpoly of a given cube as well as a large set of potentially good
cubes. After this, we evaluate the conditional probability Pr(g = 0| f.(key,-) = 0)
and Pr(g = 1|f.(key,) # 0) for a random fixed key, where ¢ is a function
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depending on key bits in the basis of the superpoly f. of a cube ¢ and f.(key, -)
denotes the function f. restricted at a fixed key. Finally, we record all the equa-
tions with high probability, and use them to recover the key. In the attacks,
we use up to 54 cubes of sizes 28, 36 or 37. While we have found a thousand
potentially favorite cubes with sizes 36 and 37 for TRIVIUM reduced to from 833
to 841 rounds, we can only make use of a small number of them in our attacks
due to a limited computation resource.

Besides, we also partially apply our techniques to the stream ciphers TRIVIA-
SC [5,6] and KREYVIUM [4]. We have found some cubes whose superpolys after
1047 and 852 rounds have a low-degree basis with a few elements for TRIVIA-SC
and KREYVIUM respectively. The cubes for TRIVIA-SC have size larger than 60,
and for KREYVIUM the size is at least 54. Though we are unable to fully verify
the validity of the attack on TRIVIA-SC and KREYVIUM, we believe that there
is a high chance of validness due to their similar structures with TRIVIUM.

Related Work. Similar to dynamic cube attacks and conditional cube attacks,
correlation cube attacks recover the key by exploiting cube testers with con-
straints. Dynamic cube attacks [9,12] was applied to the full Grain-128 [16],
while conditional cube attacks [18] was applied to round-reduced variants of
KEcCcAK sponge function [3]. Unlike these attacks, however, the new attacks
do not require the conditions to be dependent on public bits. The conditions
imposed on conditional cube variables in conditional cube attacks also form a
basis of the superpoly of a cube. Therefore, correlation cube attacks can be
considered as a generalization of conditional cube attacks.

Actually, the idea of assigning (dynamic) constraints to public variables and
using them to recover key bits was earlier appeared in conditional differential
attacks, which was introduced by Knellwolf, Meier and Naya-Plasencia at ASI-
ACRYPT 2010 [19]. The authors classified the conditions into three types:

— Type 0 conditions only involve public bits;
— Type 1 conditions involve both public bits and secret bits;
— Type 2 conditions only involve secret bits.

They exploited type 2 conditions to derive key recovery attacks based on hypoth-
esis tests, as well as type 1 conditions to recover the key in another different way.
This technique was applied to reduced variants of a few ciphers, including Grain-
vl [17], Grain-128 [16] and the block cipher family KATAN/KTANTAN [7].
Correlation cube attacks also exploit type 1 and type 2 conditions to derive key
recovery attacks, while the underlying idea is very different from the work of [19].
Our techniques for finding a basis of the superpoly of a cube are more related to
the automatic strategies for analyzing the conditions of higher order derivatives
[20], which were exploited to derive weak-key distinguishing attacks on reduced
variants of TRIVIUM. Nevertheless, the ideas are still different, and our strategies
are more customized and suitable for key recovery attacks.
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Organization. The rest of this paper is structured as follows. In Sect. 2, the
basic definitions, notations, and background are provided. Section 3 shows the
general framework of correlation cube attack, while its applications to TRIVIUM
are given in Sect. 4. Section 5 concludes the paper.

2 Preliminaries

Boolean Functions and Algebraic Degree. Let Fy denote the binary field
and 5 the n-dimensional vector space over Fy. An n-variable Boolean function
is a mapping from F% into Fo. Denote by B,, the set of all n-variable Boolean
functions. An n-variable Boolean function f can be uniquely represented as a
multivariate polynomial over Fo,

n
f(ﬂ?l,(EQ,"',LL’n): @ acfoia GCEFQ;

c=(c1, ,cn)€EFY i=1

called the algebraic normal form (ANF). The algebraic degree of f, denoted by
deg(f), is defined as max{wt(c) | a. # 0}, where wt(c) is the Hamming weight of c.

Decomposition and Basis of Boolean Functions. Given a Boolean function
fowecal f =@, gi-fi adecomposition of f, and G = {g1, 92, -+ , gu} a basis
of f. It is clear that g = []:_,(¢g; + 1) is an annihilator of f, that is, g- f = 0.

Cube Attacks and Cube Testers. Given a Boolean function f and a term
t; containing variables from an index subset I that are multiplied together, the
function can be written as the sum of terms which are supersets of I and terms
that miss at least one variable from I,

f(xlax%"' ,wn) = fS(I) 'tIEBQ(mlaxQW" 7xn)7

where fs(I) is called the superpoly of I in f. The basic idea of cube attacks
[11] and cube testers [2] is that the symbolic sum of all the derived polynomials
obtained from the function f by assigning all the possible values to the subset of
variables in the term ¢ is exactly fs(I). The target of cube attacks is finding a
set of linear (or low-degree) functions fs’s on the secret key and recovering the
key by solving this linear (or low-degree) system. Cube testers work by evaluating
superpolys of carefully selected terms ¢;’s which are products of public variables
(e.g., IV bits), and trying to distinguish them from a random function. Especially,
the superpoly fs(I) is equal to a zero constant, if the algebraic degree of f in
the variables from I is smaller than the size of I.

Numeric Mapping. Let f(z) =@, ... .,
tion on n variables. The numeric mapping [22], denoted by DEG, is defined as

n ci
yery @e [1;—1 27" beaBoolean func-

DEG: B, x Z" — Z,

,D a. T
(f )ng}#{g{;c }
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where D = (dy,ds, -+ ,d,) and a.’s are coefficients of the ANF of f. Let
9i(1 < i < m) be Boolean functions on m variables, and denote deg(G) =
(deg(g1),deg(g2), -+ ,deg(gn)) for G = (91,92, -+ ,gn). The numeric degree of
the composite function h = foG is defined as DEG( f, deg(G)), denoted by DEG(h)
for short. The algebraic degree of h is always less than or equal to the numeric
degree of h. The algebraic degrees of the output bits and the internal states
can be estimated iteratively for NFSR-based cryptosystems by using numeric
mapping [22].

3 Correlation Cube Attacks

In this section, we propose a new model for cube attacks, called correlation
cube attack. It is a hybrid of correlation attacks [25] and cube attacks [11]. The
attacked cryptosystem is supposed to be a modern symmetric-key cryptosystem.
The general idea is to find a low-degree decomposition of the superpoly over a
given cube, evaluate the correlation relations between the low-degree basis and
the superpoly, and recover the key by solving systems of probabilistic equations.
The low-degree decomposition is based on an upper bound on the algebraic
degree and determines whether the superpoly is a zero constant when imposing
some conditions.

The attack consists of two phases, the preprocessing phase and online phase.
The preprocessing phase tries to find a basis of a superpoly and its correlation
properties with the superpoly. The online phase targets at recovering the key by
setting up and solving systems of probabilistic equations. In the following, we
will give the details of the attack.

3.1 Preprocessing Phase

The procedure of preprocessing phase of the attack is depicted as Algorithm 1.
In this phase, we can choose the input to the cipher, including the secret and
public bits. First we generate a set of cubes which are potentially good in the
attacks. Then for each cube ¢, we use a procedure Decomposition to find a low-
degree basis of the superpoly f. of ¢ in the output bits of the cipher. The details
of this procedure will be discussed later. If a basis of f. is found, we calculate
the conditional probability Pr(g = b|f.) for each function g in the basis. More
exactly, we compute the values of the superpoly f. by choosing random keys
and random values of free non-cube public bits, and evaluate the conditional
probability Pr(g = 0| f.(key, ) = 0) and Pr(g = 1|f.(key, ) #Z 0) for a random
key, where f.(key,-) denotes the function f. restricted at a fixed key. Finally,
we record the set of (¢, g,b) that satisfies Pr(g = b|f.) > p, i.e.,

2= {(c,g,b)|Pr(g = b|fc) >p}'

Note that if g depends on both key bits and public bits, the attack will
become more efficient, at least not worse, than the case that g depends only
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on key bits (which can naturally be used to mount weak-key distinguishing
attacks). A distinguishing attack is a much weaker attack compared to a key
recovery attack, while a weak-key distinguishing attack is even weaker than
a normal distinguishing attack. To illustrate how to convert from a weak-key
distinguishing attack to a key recovery attack, we assume the weak case: g only
depends on key bits (if not, we can set the public bits in g to constants).

Algorithm 1. Correlation Cube Attacks (Preprocessing Phase)

1: Generate a cube set C;

2: For each cube ¢ in C do:

3: Q. < Decomposition(c), and goto next c if Q. is empty; /* try to find a
basis of the superpoly f. of ¢ in the output bits of the cipher */

4:  Estimate the conditional probability Pr(g = b|f.) for each function g in the
basis Q. of the superpoly f., and select (c, g,b) that satisfies Pr(g = b|f.) > p.

Ezample 1. Given a Boolean polynomial f on five public variables v =
(v1, v2,v3,v4,v5) and five secret variables x = (21, 9, 3, 4, T5),

f(v,z) = fr(vs, x)v1vav3vs + f6(vs, 2)v1v204
+ f5(vs, T)vovsvy + f4(vs, x)V104
+ f3(vs, x)vovy + fo(vs, x)vs
+ fi(vs,z)vy + fo(vs, x)

and
fr(vs, x) = hi(vs, v2, 23, 24, T5)21 + ha(vs, 21, T2, T3, T4) 5,
where hy, ho and f;(0 < ¢ < 6) are arbitrary Boolean functions. We can build
a weak-key cube tester for the polynomial f, by using the cube {v1,va,v3,v4}
under the conditions z1 = x5 = 0, while it seems to be immune to cube or
dynamic cube attacks. To convert from a weak-key cube tester to a key recovery,
we test the correlation properties between the superpoly f7 and its basis {x1, z5}.
We observe the values of f7(vs,x) for vy = 0,1, and estimate the conditional
probability
Pr(mi = 0|f7(0,$) = f7(1, Z‘) = 0)

and
Pr(z; = 11f7(0,2) £ 0 or f2(1,2) #0)
for i =1, 5. Noting that (x; + 1)(x5 + 1) fz = 0, we also have
(x1 + 1) (x5 + 1) =0if f7(0,2) 0 or f7(1,z) #0.

This allows us to derive information regarding the secret key.
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Now we explain how to find a basis of the superpoly f. for a given cube c. The
procedure Decomposition is described in Algorithm 2. The main idea is to make
use of the coefficients @); of the terms with maximum degree on cube variables in
the bits s; of the internal state at the first rounds of the attacked cipher (¢t < Ny).
Note that it is highly possible that f. depends on these coefficients. To find a set
Q such that f. = P 9eQ 9" fg, we first annihilate all the coefficients in @); with
1¢ Q for all t < Ny, and then determine whether f. is a zero constant. Once
we detect that the algebraic degree of an output bit on cube variables is less
than the size of ¢, which implies f. = 0, we obtain a basis @ = UtSNollafo, Q¢
for f.. Then we minimize the number of elements in () by removing redundant
equations one by one. Finally, the procedure returns the minimum basis Q.

Algorithm 2. Decomposition

Require: a cube c of size n
1: Set @ to the empty set and X to the variable set {x;|i € c};
/* find a basis Q */
2: For t from 0 to Ny do:
3: Compute the ANF of s; and set d¢ = deg(s¢, X);
4: Set Q¢ to the set of the coefficients of all the terms with degree d; in the
ANF of s¢;
5: If di > 1 and 1 ¢ Q¢, then set Q = QU Q; and dy = deg(s}, X), where s is
the function formed by removing all the terms with degree d; from s¢;
6: Given {d:¢} and under the conditions that g = 0 for each g € Q, find an upper
bound d(Q) on the degree of the N-round output bit;
7: If d(Q) > n, then return (;
/x minimize the basis Q x*/
8: Minimize Ny such that d(Q) < n, and generate a new Q;
9: For each g in Q do:
10 Set @ =@\ {gk;

11: For ¢t < Ny, if zero(Q’) C zero(Q:) then set di = deg(s}, X ), otherwise set
d¢ = deg(s¢, X), where zero(Q) is the solution set of {g = 0|g € Q};

12: If d(Q') < m, then set Q = Q’;

13: return Q.

For explanation of Algorithm 2, we give an example on a nonlinear feedback
shift register (NFSR) in the following.

Ezample 2. Let sy = s;_gs¢_7 + Si_g be the update function of an NFSR with
size 8. Let (so, 81, ,$7) = (x1, 22, X3, T4, v1,02,v3,0), and X = {v1,va,v3} be
the cube variables. Taking ¢ = 10 for example, we compute s19 = 483 + $2 =
v124 + x3, then have djg = 1, Q10 = {x4} and s}, = x3. Since 1 & Q19, we set
Q = QUQ1 and dig = 0. After computations for ¢t < Ny = 17, we obtain

Q= Q10U Q16 U Q17 = {4, 24 + 324, 23 + T4},
(dOa dla e 7d17) = (Oa Oa 0707 17 17 17 —00, Oa 0707 27 27 13 15 0707 1)
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For N = 29, we find an upper bound d(Q) = 2 on the algebraic degree of sy
by applying the numeric mapping. We can check that 17 is the minimum Ny such
that d(Q) < n = 3. After minimizing the basis @), we obtain Q = {x4, x3 + x4}

Actually, the ANF of so9 is vivovs(zexszs + 123 + T124 + ToTy4)
+vvs3(Tox3wy + 2124) + v3(T2T324 + T122) 4 v2, and the coefficient of the maxi-
mum term v1v9v3 18 fo = ToT3T4 + T1T3 + 124 + Tox4, which will be annihilated
when x4 = x3 + 4 = 0. We can see that @ is a basis of the superpoly f..

Complexity. It is hard to evaluate the complexity of the step for generating
good cubes. How to find favorite cubes is still an intractable problem in cube
attacks. The time complexity of Decomposition is T, + ng - Tn, where ng is
the size of the primary basis UtSNo\lth Q@+, Ty, is the time for computing this
basis (Line 2-5 in Algorithm 2), and Ty is the time complexity of finding an
upper bound on the algebraic degree of the N-round output bits. The estimation
of the conditional probability Pr(g = b|f.) for a cube ¢ of size n needs about
« - 2™ cipher encryption operations, when using « values of f. in the estimation.
The total time complexity of preprocessing phase is thus about

ne(Tn, +ng - Tn +a-2"),

where n¢ is the number of cubes in C, not taking into account the time for
generating the cube set C.

3.2 Online Phase

The procedure of online phase of the attack is depicted in Algorithm 3. In the
online phase, the key is unknown, and we can only control the public bits. We
first derive two sets of probabilistic equations according to the ciphertexts (or
keystream bits), and then repeatedly solve a system consisting of a part of these
equations until the correct key is found. In preprocessing phase, we have obtained
a set 2 of (¢, g,b) that satisfies Pr(g = b|f.) > p. In online phase, for each cube
¢, we test whether its superpoly f. is a zero constant by computing « values of f,
over the cube with different non-cube public bits. If f. is not a zero constant, we
derive new equations g = 1 with (¢, g,1) € £2; otherwise, we record the equations
g = 0 with (¢, g,0) € £2. After all the cubes are handled, we derive two sets of
equations, Go = {g = 0|(¢, ¢,0) € 2, f. =0} and Gy = {g = 1|(¢,g,1) € 2, f. #
0}. For the case that {glg = 0 € Gy and ¢ = 1 € G1} is not empty, we can use
the one with higher probability between ¢ = 0 and g = 1 or neither of them.
We then randomly choose ry equations from Gy and r; equations from G, solve
these ro + r1 equations and check whether the solutions are correct. Repeat this
step until the correct key is found.

Complexity. The loop for deriving the equation sets Gy and Gy requires at
most nca2™ bit operations, where ne is the number of cubes in C. Step 7 runs
in time 2%ev—(r0+71) where ley is the size of the key, when the equations are
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Algorithm 3. Correlation Cube Attacks (Online Phase)

Require: a cube set C' and 2 = {(c, g,b)| Pr(g = b|f.) > p}

1: Set Go and G1 to empty sets;

2: For each cube ¢ in C do:

3: Randomly generate a values from free non-cube public bits, and request
2™ keystream bits (or ciphertexts) corresponding to the cube ¢ of size n and
these non-cube public values;

4: Compute the « values of the superpoly f. over the cube c;

5: If all the values of f. equal 0, then set Go = Go U {g = 0|(c, g,0) € 2},
otherwise set G1 = G1 U{g =1|(c, g,1) € 2};

6: Deal with the case that {g|g =0 € Go and g =1 € G1} is not empty;

7: Randomly choose ro equations from Gy and r1 equations from G, solve these
ro + r1 equations and check whether the solutions are correct;

8: Repeat Step 7 if none of the solutions is correct.

balanced and easy to be solved. We can estimate the probability ¢ > p("o+71)
that a trial successes, so the expected number of trials is ¢~ < p~(70*71) Here
we require that the total number of equations in Gy and G is greater than
p~(ro+71) The expected time of online phase is thus less than

noa2™ + p—(T0+T1)2£key_(rU+rl)_

3.3 Discussion

The crux point of the attack is finding a low-degree basis of the superpoly over
a given cube, that is, finding @ with low degree such that

fc:@g‘fgr

geEQ

Theoretical Bound on the Probability. We first discuss the conditional
probability Pr(g = 1|f. # 0), i.e., for the case that f. is not a zero constant
for a fixed key. For any x such that f.(z) # 0, there is at least one g such that
g(z) =1, that is, [] co(9(z) +1) = 0. Specially, if @ contains only one function
g, then g(x) = 1 holds with probability 1. If @ contains two functions g; and gs,
then we have g1(z) = 1 or ga(x) = 1, and thus at least one of them holds with
probability > % Generally, if @ contains ng functions, then there is at least one

g(z) = 1 that holds with probability > %7 under the condition f. # 0.
The conditional probability po = Pr(¢ = 0|f. = 0) can be computed

according to p1 = Pr(g = 1|f. # 0) and the probability v that f. # 0, i.e.,

1_1— )
_ 5—(=p1)y
Po T—vy .

When the upper bound d(Q) on algebraic degree of f. restricted to {g =
0lg € Q} is tight in Algorithm 2, we expect that f, is not a zero constant for
g € Q. If all the functions f,’s depend on the free non-cube bits, then f. is
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a zero constant for a fixed key if and only if ¢ = 0 holds with probability 1
(or close to 1) for all g € Q.

Assuming that the event of (g, f1) and the event of (g, f2) are statistically
independent, we have

Pr(g =0, f1, f2)
PI‘(g = b7f17f2) +PI‘(g =b+ 17f17f2)
PI‘(g =b, fl) Pr(g =9, f2)
Pr(g =0, f1)Pr(g=0b,f2) + Pr(¢g =b+1,f1)Pr(g =b+1, f2)
B Pr(g = blf1) Pr(g = blf2)
Pr(g =blf1) Pr(g = blf2) + Pr(g = b+ 1] f1) Pr(g = b+ 1]f2)

Pr(g =blf1, f2) =

Denote by €1 and €2 the correlation coefficients of g = b given f; and f2 respec-
tively, i.e., Pr(g = b|f;) = %(1 +¢;) for : = 1,2. Then

€ + €2
o 14+ €169

is the correlation coefficient of the event that g = b given both f; and fo.
Specially, if €1 and €5 have the same sign, then

g1+ €2
——— | > maxi|e g2\t
Do)z max{lel.feof)

lel =1

Our experiments on TRIVIUM show that the assumption is reasonable. In

fact, we do not expect that the assumption is perfectly true. The independence

assumption is used to guarantee a bound on correlation coefficient. We believe

the bound is sound, at least for the case that the correlations have the same
sign, even if the assumption is not true in general.

Modifications of the Attack. We may slightly modify the online phase of
the attack if necessary. As mentioned above, for the case that f. is not a zero
constant for a fixed key, we have [] co(g9(2) +1) = 0. We may make use of

this kind of equations at Step 7 in Algorithm 3. Another modification is to use
two different threshold probabilities separately for the equation sets Gy and Gy
rather than the same one p.

4 Applications to TrRiviUM Stream Cipher

In this section, we first give a brief description of the stream cipher TRIVIUM [8],
as well as recall the technique for estimating the degree of TRIVIUM based on
numeric mapping, and then apply the correlation cube attack to two variants of
TRIVIUM when the number of initialization rounds is reduced from 1152 to 805
and 835. At the end of this section, we will discuss the possible improvements,
and partially apply our analysis techniques to the stream ciphers TRIVIA-SC
[5,6] and KREYVIUM [4].
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4.1 Description of TRIVIUM

A Brief Description of TRiviuM-Like Ciphers. Let A, B and C be three
registers with sizes of n4,np and ng, denoted by A;, B; and C; their corre-
sponding states at clock ¢,

At = (xfmxt—la e 7xt—nA+1)7 (1)
Bt = (ytaytfla"' ayt7n5+1)7 (2)
Ct - (Ztaztfla'“ 7zt7nc+1)7 (3)

and respectively updated by the following three quadratic functions,

Tt = Zt—re * Zt—ro+1 T EA(S(t_l))’ (4)
Yt = XTt—py * Tp—py+1 + gB(S(til))a (5)
2t = Yt—rp " Yt—rp+1 T+ KC(S(t_l))y (6)

where 1 <7y < n) for A € {A, B,C} and £4,¢p and {¢ are linear functions. We
denote A:[i] = x4, Bi[i] = y; and C4[i] = z;, and define gf:) = Ztro  Zt—rotl
gg) =Tt y,  Tt_r,+1 and gg) = Yt—rg " Yt—rp+1. LThe internal state, denoted by
s() at clock t, consists of the three registers A, B, C, that is, s) = (A, By, C).
Let f be the output function. After an initialization of N rounds, in which the
internal state is updated for N times, the cipher generates a keystream bit by
f(s®) for each t > N.

The stream ciphers TRIVIUM (designed by De Canniére and Preneel [8]) and
TRIVIA-SC (designed by Chakraborti et al. [5,6]) exactly fall into this kind of
ciphers. KREYVIUM [4] is a variant of TRIVIUM with 128-bit security, designed by
Canteaut et al. at FSE 2016 for efficient homomorphic-ciphertext compression.
Compared with TRIviuM, KREYVIUM uses two extra registers (K*, V*) without
updating but shifting, i.e., s() = (At, Bi, Cy, K*,V*), and add a single bit of
(K*,V*) to each of £4 and £p, where K* and V* only involve the key bits and
IV bits respectively. TRIVIUM uses an 80-bit key and an 80-bit initial value (IV),
while KREYVIUM and TRIVIA-SC both use a 128-bit key and a 128-bit IV. All
these ciphers have 1152 rounds.

A Brief Description of TRIiviUM. TRIVIUM contains a 288-bit internal state
with three NFSRs of different lengths. The key stream generation consists of
an iterative process which extracts the values of 15 specific state bits and uses
them both to update 3 bits of the state and to compute 1 bit of key stream. The
algorithm is initialized by loading an 80-bit key and an 80-bit IV into the 288-bit
initial state, and setting all remaining bits to 0, except for three bits. Then, the
state is updated for 4 x 288 = 1152 rounds, in the same way as explained above,
but without generating key stream bits. This is summarized in the pseudo-code
below.
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(20, @_1,- -, @_g2) — (ko, k1, k79,0, ,0)
(Y0, Y1, ,y—83) + (ivo, vy, -+ ,iv79,0,--- ,0)
(z0,2-1," "+ ,2—110) < (0,---,0,1,1,1)
for i from 1 to N do
Ti = Zi—66 T Zi—111 + Zi—110 * Zi—109 + Ti—69
Yi = Ti—66 T Ti—93 + Ti—92 * Ti—91 + Yi—78
Zi = Yi—69 T Yi—84 + Yi—83 - Yi—82 + Zi—87
if N > 1152 then
ksi_1152 = 2i—66 + Zi—111 + Ti—66 + Ti—93 + Yi—69 + Yi—s4
end if

end for

4.2 Degree Estimation of TRIVIUM

In this section, we recall the algorithm proposed by Liu [22] for estimating alge-
braic degree of the output of f after N rounds for a Trivium-like cipher, as
described in Algorithm 4.

This algorithm first computes the exact algebraic degrees of the internal
states for the first Ny rounds, where the degrees of the functions g&f), gg) and gg)
are also recorded, then iteratively compute D® for t = Ng+1, Ng+2,--- , N, and
finally apply the numeric mapping to calculate an estimated degree for the first
bit of the keystream. In Algorithm 4, three sequences, denoted by d4, dg and d¢,
are used to record the estimated degrees of the three registers A, B, C. In each
step of a Trivium-like cipher, three bits are updated. Accordingly, the estimated

degrees for these three bits in each step t are calculated, denoted by dx), dg)

and dg). Then update D@ from D*~1)_ For estimating the algebraic degrees of
Tt, Yt, 2t, the two procedures DegMul® and DEG deal with their “quadratic” and
“linear” parts separately. The procedure DegMul® is used to compute an upper

bound on the algebraic degree of gg) = Zt—re * Bt—rotls gg) =Ti_r, * Ttoratl

and gg) = Yt—rp ‘Yt—rp+1- It has been demonstrated in [22] that for all ¢ with 1 <

t < N the estimated degrees dfj), dg), dg) for x4, ys, 24 are greater than or equal
to their corresponding algebraic degrees, and therefore the output DEG(f, DWN ))
of Algorithm 4 gives an upper bound on algebraic degree of the N-round output
bit of a Trivium-like cipher.

The algorithm has a linear time and space complexity on NV, if we do not
take into account the time and memory used for computing the exact algebraic
degrees of the internal states for the first Ny rounds.
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4.3 The Attack on 805-Round TRIVIUM

Generating a Candidate Set of Favorite Cubes. A favorite cube of size
37 was found in [22] for distinguishing attacks on TRIvIUM. We exhaustively
search the subcubes with size 28 of this cube, and pick up the subcubes such
that the corresponding superpolys after 790 rounds are zero constants (i.e., the
output bits after 790 rounds do not achieve maximum algebraic degree over the
subcube variables), by using Algorithm 4 with Ny = 0. Then we find 5444 such
subcubes.

Algorithm 4. Estimation of Degree of TRIviuM-Like Ciphers [22]
Require: Given the ANFs of all internal states (A, By, C¢) with t < Np, and
the set of variables X.
: For A in {A, B,C?} do:
For ¢t from 1 — ny to 0 do:
dg\t) —deg(No[t], X); // Ailt] =z, Bilt] =y and Ci[t] = 2
. DO (del*"A), .. ,dff), dg*"B), .. 7d5§)7 d(clfnc)’ . ad(co))§
/* Compute the exact algebraic degrees of the internal states
for the first Ny rounds */
For t from 1 to Ny do:
For X in {A, B,C?} do:
dmf) — deg(g\”, X);
dy!) — deg(\t], X);
DO (@A g et L0 et gy,
/* Iteratively compute the upper bounds on algebraic degrees of
the internal states for the remaining rounds */
10: For ¢ from Ng + 1 to N do:
11: For X\ in {A, B,C'} do:
12: dm(ﬁ — DegMul*(gE\t));
13: d(;) — max{dmg\t)7DEG(€A, D=y
14: D (dE:_nA+l)7 . ,df:), dsgi—nB-‘rl)7 . 7d53t)7 dg—nc,‘+1)7 . 7d(ct));
15: return DEG(f, D).
/* Description of the procedure DegMul*(,(];/)) for A€ {A,B,C} =/

=W =

procedure DegMul® (gg\t) )

16: t1—=t—ro0 // p(A)=C,p(C)=B,p(B)=A
17: If t1 (g )O the(n: )
t t1+1
return dp<1)\> + dp(1>\> .
18: to «— 11 — Tp2(N)5
. : (t2) (t1+1) 4(t2+2) (t1) 4(t2) (t2+1) (t2+2)y .
19: dy —min{d ) +dm iy d S GY Fdmy ) d g Gy T dsGyh
t
20: dy  DEG((,(r), DMV) + dml(y);
_ t1+1
21: ds — DEG((,(x), DM D) 4+ dU 1Y
22: d maX{dl,dg,d3};
23: return d.

end procedure
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Finding the Basis and Free Non-cube IV Bits. We apply the procedure
Decomposition to each cube ¢ from the 5444 candidates, setting all the non-
cube IV bits to zeros. Note here that we use Algorithm 4 in the procedure
Decomposition to find an upper bound d(Q) on the algebraic degree. Once a
non-trivial basis of f, is found, we set one of the non-cube IV bits to a parameter
variable, and apply Decomposition again. This bit is considered as a free IV bit
if it does not affect the basis, and otherwise we set it to 0. Then we add another
non-cube IV bit to be a parameter variable, and do this again. By this way, we
obtain a set of free non-cube IV bits.

Using this method, we get 47 cubes of size 28 satisfying that a basis of the
superpoly after 805 rounds can be found. To make the attack more efficient,
we further search the cubes whose superpolys after 805 rounds have a basis
containing at most two elements. Once such cubes are found, we modify them
by randomly shifting and changing some indexes, and test them by the same
method. After computations within a dozen hours on a desktop computer, we
are able to find more than 100 cubes whose superpolys after 805 rounds have a
basis with one or two elements.

Computing the Probability. We test 32 out of these cubes, each of which has
a different basis after 805 rounds, according to Step 4 of Algorithm 1. In each
test, we compute the values of the superpoly f. for 1000 random keys and at
most o = 16 non-cube IVs for each key, and evaluate the conditional probability
Pr(g = 0|f.(key,-) = 0) and Pr(g = 1|f.(key, ) # 0) for a random fixed key,
where g is a function depending on key bits in the basis of f. and f.(key,-)
denotes the function f. restricted at a fixed key. Our experiment shows that all
the computations need about 13.5 - 1000 - 32 - 228 ~ 247 cipher operations. We
remind the readers that, in our experiment, we take all the possible values of
the first log,(«) = 4 free non-cube IV bits and set random values for the other
free non-cube IV bits. Once we observe a non-zero value of the superpoly f., we
skip the remaining IVs and continue to compute for the next key. On average,
we need to compute 13.5 IVs for each key.

The results are listed in Table 3 in Appendix, together with the cubes, free
non-cube IV bits and the equations. Note that 4 out of the 32 cubes are excluded
from the table due to their little impact in our attack. In Table3, by p(0|0)
(resp., p(1]1)) we mean the conditional probability of ¢ = 0 (resp., g = 1)
when the superpoly f. is a zero constant (resp., not a zero constant) for a
fixed key, by ps.-0 we denote the probability that the superpoly f. is not a
zero constant for a fixed key, and #Rds is the number of rounds. We set the

estimate threshold value of the probability to o = w, where Ny is the
number of the samples, and set the attack threshold value of the probability,
i.e., the minimum probability used in the attack, to pg = 0.6 and p; = 0.7 for
Pr(g = 0|f. = 0) and Pr(g = 1|f. # 0) respectively. The probability below the
estimate threshold value ¢ is marked with slash throughs, e.g., , and will

never be used in the attack. The probability with a strikethrough, e.g., 6-568,
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is below the attack threshold value pg or p;. From the experimental results,
we derive two sets

20 = {(c,9,0)| Pr(g = 0[f. = 0) > po}
and

2 ={(c,9,1)|Pr(g = 1]fc # 0) > p1}.
All the functions ¢’s are either linear or quadratic. We also record all the equa-
tions with probability 1,

A={(c,9,b)|Pr(g = bfc = 0) = 1 or Pr(g =0b|fc #0) =1}.

As shown in Table 3, there are 11 cubes with a basis that contains only one
linear or quadratic function. As discussed in Sect. 3.3, if their superpolys are not
zero constants for a fixed key, then the sole function in the basis is always equal
to one. In addition, for the 19th cube in the table, we observe that one of the
functions in its basis is always equal to one given f. # 0, i.e., the conditional
probability Pr(gs = 1|f. # 0) = 1. The remaining 16 cubes have a basis that
contains two linear or quadratic functions. The number of rounds ranges from
805 to 808.

We have also verified for 100 random keys, each with 16 IVs, that the super-
polys of the cubes listed in the table are zero constants when imposing all the
functions in their bases to zeros.

Recovering the Key in Online Phase. In this phase, we set C' to the set
of the 28 cubes listed in Table3, 2 = 2 U {21, and o« = 16. Then execute
Algorithm 3 as described in Sect. 3.2. For avoidance of repetition, here we only
show some necessary details that are not included in Algorithm 3. Remind that,
in Step 3 of the algorithm, we take all the possible values of the first log,(«) = 4
free non-cube IV bits, and set the other free non-cube IV bits to random values.
The non-free non-cube IV bits are set to zeros. In Step 5, we update the equation
sets G and Gy according to the values of f., and use an extra set E to collect
the equations with probability 1 according to A. In Step 6, for the case that
{9lg =0 € Gypand g =1 € Gy} is not empty, we retain the one with higher
probability between g = 0 and g = 1, and remove the other one. Meanwhile, we
remove the equations in F from Gy and G. In Step 7, we set r; to the maximum
r; such that p; " < (‘C:Z'l), where |G;| is the cardinality of G;, i = 0,1. Then
randomly choose 1y equations from Gy and r; equations from G4, solve these
ro + r1 equations together with E' and check whether the solutions are correct.

Note that all the equations are linearly independent and can be linearized
after guessing the values of some key bits. The expected time complexity of the
online phase is less than

28 x 13.5 % 228 _’_paropl—’r‘1280—(To+T1+‘E|) ~ 237 + 280—(%T0+%T1+|E|)'

As shown in Table3, the probability py .o of non-zero superpoly ranges
from 0.036 to 0.113 for the 12 cubes that can generate deterministic equations.
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Our experiments show that, for about 45% keys, there is at least one cube ¢ out
of these 12 cubes such that f. # 0. For such 456% keys, the average number of
such non-zero superpolys is around 2, and the maximum number is 7. In our
experiments for 1000 keys, the average values of rg and r; are respectively 3.8
and 2.4, and the average value of %ro + %7‘1 + |E| is about 3. In other words, we
can recover 7 equations on key bits by 2% trials on average. The average attack
time is thus around 277, using 237 keystream bits and at the expense of prepro-
cessing time 247. The attack time on 805-round TRIVIUM can be cut down by
using more cubes and at the expense of more preprocessing time and higher data
complexity. Our attack is valid for more than half of 1000 random keys in our
experiments. The attack fails when none of the systems of ro +71 + | E| equations
derived from Gy and G are correct. We stress here that the success probability
of the attack can be increased by using smaller systems of equations (smaller rg
and r1) or larger probability thresholds (larger py and p;), at the cost of more
attack time.

Next we give an example of the attack procedure. Note here that in the
example the time complexity is better than the average case.

Ezxample 3. Given that the 80-bit secret key is 71 DB 8B B3 21 CD AE F9 97 84
in hexadecimal, where the most significant bit is ky and the least significant bit
is krg. For each of the 28 cubes in Table 3, we generate 16 different non-cube I'Vs
according to its free IV bits, and request 16 x 228 keystream bits corresponding to
this cube and the non-cube IVs, then compute the values of its superpoly. Taking
the 8-th cube as an instance, we set the four free IV bits 0, 8, 53, 54 to all possible
values, the other free IV bits to random values, and the remaining non-cube IV
bits to zeros; we then request 232 keystream bits of 806 rounds accordingly, and
sum these bits over the cube (module 2); finally we find a non-zero sum and get
a deterministic equation gg = kg3 = 1. We request 28 x 16 x 228 ~ 237 keystream
bits in total, and find that there are 9 cubes having zero superpolys,

1,2,4,10,11,16,19, 24, 25,
and 19 cubes whose superpolys are not zero constants,
3,5,6,7,8,9,12,13,14,15,17, 18, 20, 21, 22, 23, 26, 27, 28.
From Table 3, we obtain 6 deterministic equations by the cubes 3,5,6,7,8,9.

E={g =1l €{2,6,7,11,12,13}},

where
g2 = ksg,
g6 = ke3,
g7 = kea,

g11=kee - k7 + ka1 + Kes,
g12= kg7 - keg + kao + Keg,
g13=kes - keg + ka3 + kro.



Correlation Cube Attacks: From Weak-Key Distinguisher to Key Recovery 733

Further, we derive two equation sets Gy and G4
Go = {g5 = kg3 = 0}, G1 = {gi = 1|l S {374,87 14}},
where

93 = keo,
94 = ke1,
98 =kza - k3s + ko + ksg,
g1a=keg - kro + kaa + k1.

We can see that all the equations are linear after guessing the values of three
bits k35, kg7 and kgg. The equation g5 = 0 in G holds with probability 0.643,
and the equations g; = 1 in G; hold with probability 0.888,0.735,0.907,0.799
respectively for i = 3,4,8,14. Accordingly, we have rqg = 0 and r; = 3. Then
we randomly choose 3 equations from (7, solve a system of 3 + 6 equations
(together with the 6 equations in E), and repeat this step until the correct
solution is found. In theory, the expected number of trials for finding the correct
solution is less than 3. As a matter of fact, all the equations in G; but g4 = 1
are true for the secret key, which means that we could find the correct key by
at most 4 trials of solving a system of 9 equations. Therefore we can recover the
key with time complexity of 237 + 4 x 27! a 273, The time complexity can be
cut down to 272 if we set ro + r; = 4 and exploit the equations in Gy and G4
together.

4.4 The Attack on 835-Round TRIVIUM

Generating a Candidate Set of Favorite Cubes. In [22], an exhaustive
search was done on the cubes of size 37 < n < 40 that contain no adjacent
indexes, by using a simplified version of Algorithm 4. Similarly, we exhaustively
search the cubes of size 36 < n < 40 that contain no adjacent indexes, and pick
up the cubes such that the corresponding superpolys after 815 rounds are zero
constants. Then we find 37595 and 3902 cubes of sizes 36 and 37 respectively
that satisfy the requirement. There are also a number of such cubes of size higher
than 37. This step is done in a few hours on a desktop computer.

Finding the Basis and Free Non-cube IV Bits. As done before, we apply
the procedure Decomposition to each cube ¢ from the candidate set, and also
obtain a set of free non-cube IV bits. We then get 1085 and 99 cubes of sizes
36 and 37 such that a basis of the superpoly after 833 rounds can be found.
The maximum number of rounds after which we can still find a basis is 841. No
basis is found for the superpoly after 833 rounds of the cubes with size higher
than 37 in the candidate set. The results are found in several hours on a desktop
computer.
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Computing the Probability. Computing the value of the superpoly f. over
a big cube is time consuming. We test 13 cubes of size 37 and 28 cubes of
size 36, each of which has a different basis with less than 8 elements after 835
rounds. In each test, we compute the values of the superpoly f. for 128 random
keys with at most @ = 8 non-cube IVs, and evaluate the conditional probability
Pr(g = 0|f.(key,-) =0) and Pr(g = 1|f.(key,-) # 0) for a random fixed key. The
values of non-cube IVs are taken in the same manner as done in Sect.4.3. Our
experiment shows that all the computations need about 6-128-(13-237428.236) ~
251 cipher operations. On average, we need to compute 6 IVs for each key.

The results are listed in Tables 4 and 5 in Appendix, together with the cubes,
free non-cube IV bits and the equations. We set the attack threshold value of the
probability to p = 2 for both Pr(g = 0|f. = 0) and Pr(g = 1|f. # 0). The
probability below the estimate threshold value o is marked with slash throughs,
e.g., , and will never be used in the attack. The probability with a

strikethrough, e.g., 6-654, is below the attack threshold value p. From the experi-
mental results, we derive one set

2 ={(c,q,b)| Pr(g = b|f. =0) > p or Pr(g=0|f. #0) > p}.

All the functions ¢’s are either linear or quadratic. We also record all the equa-
tions with probability 1,

A={(c,q,0)| Pr(g =b|f. =0)=1or Pr(g=0|f. #0) =1}.

As shown in Table 4 for the cubes of size 37, there are 2 cubes having a basis
that contains only one function, while there are 5 cubes from which it is possible
to set up an equation with probability 1. The third and 11-th cubes have no
qualified equations, and will be discarded in online phase. The 13-th and 14-th
cubes are the same, while the keystream bits of two different numbers of rounds,
835 and 840, are used.

The results for the cubes of size 36 are listed in Table 5, and there are 7 cubes
that have no qualified equations and will be discarded in online phase.

We have also verified for 32 random keys, each with 4 IVs, that the superpolys
of the cubes listed in the table sum to zeros when imposing all the functions in
their bases to zeros.

Recovering the Key in Online Phase. In this phase, we set a = 8, and then
execute Algorithm 3. Remind that, in Step 3 of the algorithm, we take all the
possible values of the first log,(«) = 3 free non-cube IV bits, and set the other
free non-cube IV bits to random values. The non-free non-cube IV bits are set
to zeros. In Step 5, we update the equation sets G = Gy U G according to the
values of f., and use an extra set E to collect the equations with probability 1
according to A. In Step 6, if G has two incompatible equations g = 0 and g = 1,
we remove them both from G. Meanwhile, we remove the equations in F from G.
In Step 7, we set r to the maximum 7 such that p™" < (‘fl). Then randomly



Correlation Cube Attacks: From Weak-Key Distinguisher to Key Recovery 735

choose r equations from G, solve these r equations together with E and check
whether the solutions are correct.

Note that all the equations are linearly independent and can be linearized
after guessing the values of some key bits. The expected time complexity of this
phase is less than

6 X (12 % 237 + 21 % 236) +pfr2807(7‘+‘ED ~ 244 + 2807(%T+|E|)‘

As shown in Table4, the probability for the 5 cubes that can generate equa-
tions with probability 1 ranges from 0.008 to 0.297. Our experiments show that,
for about half keys, we can generate from one to three equations with probability
1. In our experiments for 128 random keys, the average values of r is larger than
10, and the average value of %r + |E| is about 5. In other words, we can recover
11 equations on key bits by 2° trials on average. The average attack time is thus
around 27°, using 8 x (12 x 237 + 21 x 236) x~ 2% keystream bits and at the
expense of preprocessing time 2°!. The attack is valid for more than 44% out of
128 random keys in our experiments. The attack time can be cut down by using
more cubes and at the expense of more preprocessing time and more data. On
the other hand, the success probability of the attack can be increased at the cost
of more attack time.

4.5 Discussion

Improvements of the Attack. A natural method to cut down the attack time
is to use more cubes with keystream bits of different numbers of rounds. While
we have found a thousand potentially favorite cubes for TRIVIUM reduced to
from 833 to 841 rounds, we can make use of a small number of them due to a
limited computation resource. Increasing the number « in online phase gives a
higher chance to find deterministic equations. Testing more random keys with
larger « in preprocessing phase gives a more accurate estimate of the conditional
probability Pr(g|f.), as well as generates more valid probabilistic equations. One
may also exploit one of the two equations g = 0 and g = 1 by carefully computing
the probability Pr(g = b|f1, f2) as discussed in Sect. 3.3, when both of them
appear in the equation set G.

For the attack on TRIVIUM reduced to less than 835 rounds, it is possible
to cut down the attack time by using cubes of size less than 36 and combining
the equations retrieved in Sect. 4.4. For instance, using 54 out of the 69 cubes in
Tables 3, 4 and 5 gives an improved key recovery attack on 805-round TRIVIUM.
In this improved attack, we adopt the same strategy that was used for analysis
of 835-round TRIVIUM, and find that we can recover 14 equations by 27 trials
on average. Thus the attack on 805-round TRIVIUM is faster than an exhaustive
search by a factor of around 27, using 24° keystream bits and at the expense of
preprocessing time 2°!. The attack is directly valid for 31% out of 128 random
keys in our experiments. The attack also works for most of the remaining keys
after increasing the probability threshold p and repeating the attack again.
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Table 2. Success probability of the attack

805 rounds: | #key bits 7.2 169 |6.5 |6.1 |57
Success rate | 31% | 60% | 77% | 86% | 93%
835 rounds: | #key bits 5.0 |46 |42 [3.8 |34
Success rate | 44% | 72% | 83% | 95% | 98%

Success Probability of the Attack. In the above attack, we maximize the
system of probabilistic equations. This is achieved by setting r to the maximum
r such that p7" < (If‘) in Algorithm 3. The attack works for more keys when
a smaller system with fewer equations is used, i.e., a smaller r is adopted. We
have verified this by supplementary experiments on round-reduced TRIVIUM.

As shown in Table 2, for 805-round variant of TRIVIUM, we can deduce 7.2,
6.9, 6.5, 6.1 and 5.7 key bits on average for 31%, 60%, 77%, 86% and 93% of
the keys, respectively; and for 835-round variant, we can deduce 5.0, 4.6, 4.2,
3.8 and 3.4 key bits on average for 44%, 72%, 83%, 95% and 98% of the keys,
respectively. Actually, our experiments for 128 random keys show that we can
always set up equations. As shown in Tables 3 and 4, there are many cubes (e.g.,
Cube 5 in Table3) such that we can set up probabilistic equations from both
sides, which implies that the attack works for a random key.

Applications to TRIVIA-SC and KrREYVIUM. We apply our techniques to
TrIVIA-SC and KREYVIUM, and can find some cubes whose superpolys after
1047 and 852 rounds have a low-degree basis with a few elements for TRIVIA-SC
and KREYVIUM respectively. The cubes for TRIVIA-SC have size larger than 60,
and for KREYVIUM the size is at least 54. Computing the conditional probability
Pr(g|f.) for such large cubes is infeasible for us. Though we are unable to fully
verify the validity of the attack on TRIVIA-SC and KREYVIUM, we believe that
there is a high chance of validness due to their similar structures with TRIVIUM.

5 Conclusions

In this paper, we have shown a general framework of a new model of cube attacks,
called correlation cube attack. It is a generalization of conditional cube attack,
as well as a variant of conditional differential attacks. As an illustration, we
applied it to TRIVIUM stream cipher, and gained the best key recovery attacks
for TrRIVIUM. To the best of our knowledge, this is the first time that a weak-
key distinguisher on TRIVIUM stream cipher can be converted to a key recovery
attack. We believe that this new cryptanalytic tool is useful in both cryptanalysis
and design of symmetric cryptosystems. In the future, it is worthy of working
on its applications to more cryptographic primitives, such as the Grain family
of stream ciphers, block cipher SIMON and hash function KECCAK.

Acknowledgments. We are grateful to the anonymous reviewers for their valuable
comments.
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A The Cubes, Equations and Probabilities

Table 3. The cubes, equations and probabilities in the attack on 805-round Trivium
(16 IVs and 1000 keys for cube size 28)

|N0.[ Cube Indexes [ Free IV bits [ Eqgs. [p(O\O) lp(l\l) ‘pfc;é() [ #Rds ‘

2,4, 6,8, 10, 12, 14, 17, 19, 21, 0, 1, 0, 54, 55, 58, 59,

1 |23, 25, 27, 29, 32, 34, 36, 38, 40,| 60, 64, 65, 66, 67. 68, | gia | 0u3 | 1 |0.078 | 805
42, 44, 47, 49, 51, 53, 57, 62, 79 | 69, 72, 73, T4, T7
2. 4,6, 8, 10, 12, 14, 17, 19, 21,0, 9, 54, 55, 56, 64, G5,

2 |23, 25, 27, 29, 32, 34, 36, 38, 40, 66, 67, 68, 69, 70, 71, | g5 | 04| 1 | 0.036 | 805
42, 44, 47, 49, 51, 53, 62, T3, 79 75, 77
2.4, 6,8, 10, 12, 14, 17, 19, 21, (;*81’53’ é’g’ o é’g’ 257

3 |23, 25,27, 20, 32, 34, 36, 38, 40, | o 02 €0 A 0 50 gr | gun0s | 1| 0.071 | 805
42, 44, 47, 49, 51, 53, 62, 77, 79 ey
1,3, 5, 7,9, 11, 13, 16, 18, 20, | 53, 54, 55, 56, 57, 63,

4 |22, 24, 26, 28, 31, 33, 35, 37, 39,| 64. 65, 66, 67. 68, 69. | g1 | 090 | 1 | 0.061| 805
41, 43, 46, 48, 50, 52, 61, 74, 78 70, 71, 76
1,3, 5, 7,9, 11, 13, 16, 18, 20, |0, 8, 53, 54, 57, 58, 59,

5 |22, 24, 26, 28, 31, 33, 35, 37, 39,| 63, 64, 65, 66, 67, 68, | g1z | 04| 1 |0.093| 806
41, 43, 46, 48, 50, 52, 56, 61, 78 71, 72, 73, 76
1,3, 5,7, 0, 11, 13, 16, 18, 20, |0, 8, 55, 56, 57, 58, 59,

6 |22, 24, 26, 28, 31, 33, 35, 37, 39,| 62, 63, 64, 65, 66, 69, | g11 | WHVA| 1 | 0.056 | 806
41, 43, 46, 48, 50, 52, 54, 61, 78| 70, 71, 72, 73, 76
1,3, 5,7, 9, 11, 13, 16, 18, 20, | 8, 53, 54, 55, 63, 64,

7 |22, 24, 26, 28, 31, 33, 35, 37, 39,| 65, 66, 67, 68, 69, 70, | g2 | 009 | 1 | 0.041| 806
41, 43, 46, 48, 50, 52, 61, 72, 78 74, 76
1,3,5,7,09, 11, 13, 16, 18, 20, 0588’5593’6524’6%5’6546’6557’

8 |22, 24, 26, 28, 31, 33, 35, 37, 39,| oo’ 0% 02 0% 0% 0% | g | gmur | 1 | 0.080 | 806
41, 43, 46, 48, 50, 52, 61, 76, 78 | % 07 O T 7O T
0,72, 4,6, 8,10, 12, 15, 17, 19, | 7, 52, 53, 56, 57, 58,

9 |21, 23, 25, 27, 30, 32, 34, 36, 38,| 61, 62, 64, 65, 66, 67, | g1a | 0562 | 1 |0.113| 807
40, 42, 45, 47, 49, 51, 55, 60, 79| 70, 71, 72, 75, 76
0,2, 4,6, 8, 10, 12, 15, 17, 19, | 7, 54, 55, 56, 57, 58,

10 |21, 23, 25, 27, 30, 32, 34, 36, 38,| 61, 62, 64, 65, 68, 69, | gio | Wp0 | 1 |o0.061| 807
40, 42, 45, 47, 49, 51, 53, 60, 79| 70, 71, 72, 75, 76
0,2, 4, 6,8, 10, 12, 15, 17, 19, 577’ 552é 5631’ 5(;*2’ 5654 5665*

11 (21, 23, 25, 27, 30, 32, 34, 36, 38, | o0 23 0L 0% 0L 0% 1ol o556 | 1 | 0007 | 807
10, 42, 45, 47, 49, 51, 60, 75, 79 | °% 67 &% T 70 T
36,8, 10, 12, 14, 17, 19, 21, 23.] 0, 1,3, 4, 9, 54, 55, -

12 |25, 27, 29, 32, 34, 36, 38, 40, 42.| 58, 59, 60, 64, 65, 66, | 97 | 97U 08321 056 | g05
44, 47, 49, 51, 53, 57, 62, TT, 79 | 67, 68, 69, 72, 73, 74 | I | 9oF7 | 0.748
3,4, 8,10, 12, 14, 17, 19, 21, 23,] 0, 1, 5, 6, 0, 58, 59, B

13 |25, 27, 29, 32, 34, 36, 38, 40, 42,| 60, 64, 65, 66, 67, 70, | 912 | 97T | GLELT 4 509 | g0
44, 47, 49, 51, 53, 55, 57, 62, 79 72, 73, 74, 77 g14 | 0.62110.799
3.6, 8,10, 12, 14, 17, 19, 21, 23,10, 1, 3, 4, 9, 56, 57, 58, —

14 |25, 27, 29, 32, 34, 36, 38, 40, 42.| 59, 60, 63, 64, 65, 66, | 97 | 7772 08031 4 969 | 805
44, 47, 49, 51, 53, 55, 62, 77, 79| 67, 70, 71, 72, 73, 74 | 912 | ©FFF [ 0.721
1.5, 7.9, 11, 13, 16, 18, 20, 22, |2, 3. 53, 54, 55, 56, 57, -

15 |24, 26, 28, 31, 33, 35, 37, 39, 41,| 63, 64, 65, 66, 67, 68, | 92 | WM 0708 1 4 1e5 | 505
43, 46, 48, 50, 52, 61, 72, 74, 78 69, 70, 76 9a 0.735
2,4,6,8, 10,12, 15, 17, 19, 21, | 0.1 9 5258 é’g* o o

16|23, 25, 27, 30, 32, 34, 36, 38, 40, | o0 0T 0% 00 B0 80| 95 805
42, 45, 47, 49, 51, 60, 62, 75, 79 | ©7 0% 09, 10 7L, 72,
1,5, 7,9, 11, 13, 16, 18, 20, 22, 0, 2, 3, 8, 53, 54, 57,

17 |24, 26, 28, 31, 33, 35, 37, 39, 41,| 58, 59, 63, 64, 65, 66, | 96 | 0622|0778 15 097 | 306
43, 46, 48, 50, 52, 56, 61, 76, 78| 67, 68, 71, 72, 73 | 918 | 9561 0.744
1,3,7,9, 11, 13, 16, 18, 20, 22, 0, 4, 5, 8, 57, 58, 59, Ny —

18 |24, 26, 28, 31, 33, 35, 37, 39, 41,| 63, 64, 65, 66, 69, 71, | It | D250 0697 345 | g0g
43, 46, 48, 50, 52, 54, 56, 61, 78 72, 73, 76 g13 | 0.635 | 0.805
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Table 3. (continued)
[No.[ Cube Indexes [ Free IV bits [ Egs. [p(0]0) [p(1]1) [pr.z0 [ #Rds |
T,3,5, 7,0, 11, 14, 16, 18, 20, |0, 8, 51, 52, 53, 59, 62, ol o
19 |22, 24, 26, 29, 31, 33, 35, 37, 39,| 63, 64, 65, 66, 67, 68, | 91 | VNI DI 6002 | 806
41, 44, 46, 48, 50, 61, 70, 74, 78 72, 76 g4 | 656 1
1,5,7,9, 11, 13, 16, 18, 20, 22, 0, 2, 3, 8, 55, 56, 57,
20 |24, 26, 28, 31, 33, 35, 37, 39, 41,| 58, 59, 62, 63, 64, 65, | 96 O"??Z 07921 5 560 | 806
43, 46, 48, 50, 52, 54, 61, 76, 78 | 66, 69, 70, 71, 72, 73 | 911 | HHT| O 2
0,3, 5,7, 9, 11, 13, 16, 18, 20, |1, 8, 14, 55, 56, 57, 3,
21 |22, 24, 26, 28, 31, 33, 35, 37, 39,| 59, 62, 63, 64, 65, 66, | 95 | 0:691 1 09071 554 1 506
41, 43, 46, 48, 50, 52, 54, 61, 78 | 69, 70, 71, 72, 73, 76 | 911 | A | 0629
3, 4, 6,8, 10, 12, 15, 17, 19, 21,0, 7, 52, 53, 56, 57, 58, —
22 |23, 25, 27, 30, 32, 34, 36, 38, 40,| 61, 62, 64, 65, 66, 67, | 95 | 9660 | 9E9H 14 4501 so7
42, 45, 47, 49, 51, 55, 60, 75, 79| 70, 71, 72, 73, 76 | 912 | 0-705 1 0.742
3, 4, 6,8, 10, 12, 15, 17, 19, 21,0, 7, 56, 57, 58, 61, 62, —
23 |23, 25, 27, 30, 32, 34, 36, 38, 40,| 64, 65, 68, 70, 71, 72, | 910 8?22 0“'7"6‘ 5 | 0492 | s07
42, 45, 47, 49, 51, 53, 55, 60, 79 73, 74, 75, 76 gi2 | 0. .
2,468, 10, 12, 15, 17, 10, 20, 0,7, 54, 55, 56, 57, 58, | g ool o o
24 |23, 25, 27, 30, 32, 34, 36, 38, 40,| 61, 62, 64, 65, 66, 67, | 95 | 9643 | 0815 | 4 5501 507
42, 45, 47, 49, 51, 53, 60, 75, 79 | 68, 69, 70, 71, 72, 76 | 910 | A | 6669
0,2 4, 6,810, 12, 15, 17, 19, 57% o 5. b, 66 g1= | 0w | 0.801
25|21, 23, 25, 27, 30, 32, 34, 36, 38,| o7 8% 0 08 00 0% | | R | BR0) | 0.246 | 807
40, 42, 45, 47, 49, 51, 60, 64, 79 » P 75” e 18 L 177
0,2 4, 6,810, 13, 15, 17, 19, 575 5506 561f 56227 5634’ 5645’ g 0.888
26 |21, 23, 25, 28, 30, 32, 34, 36, 38| o» 0 00 08 00 B2 | 90| TOEE | BRSR 0,160 | 807
40, 43, 45, 47, 49, 58, 60, 73, 79 | 0% 07 0%, 69, 70, 70, | - g1s | AT 0-650
1,3,5,7, 0, 11, 14, 16, 18, 20, | 6, 51, 52, 55, 56, 57, :
27 |22, 24, 26, 29, 31, 33, 35, 37, 39,| 60, 61, 63, 64, 65, 66, | 94 | 0652 1 &1 4 4551 gog
41, 44, 46, 48, 50, 54, 59, 74, 78 | 69, 70, 71, 72, 75 | 911 | 0-696 | 0.760
1,3, 5,7, 0, 11, 14, 16, 18, 20, | 6, 55, 56, 57, 60, 61, —
28 |22, 24, 26, 29, 31, 33, 35, 37, 39,| 63, 64, 67, 69, 70, 71, | 99 | 0644166361 fo0 | gog
41, 44, 46, 48, 50, 52, 54, 59, 78 72,73, 74, 75 g1 | 0.766 | 0.787
g1 =ks7
g2 =ksg
g3 =keo
ga =ke1
g5 =ke2
g6 =ke3
g7 =kea
gs =k3a - k3s + ko + kze
go =kea - kes + k3o + kee
gro=kes - kes + ka0 + ke7
g11=kee - ke7 + ka1 + kes
g12=ke7 - kes + ka2 + keo
g13=kes - keg + ka3 + k7o
g1a=keg - k7o + kaa + k71
g15=kro - k71 + ka5 + k72
gr6=k72 - k73 + ka7 + k74
gi7=k7e - kv7 + ks1 + kvs
gi18=ke7 - kes + kre - kr7 + ko + kao + ks1 + kes + krs
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Table 4. The cubes, equations and probabilities in the attack on 835-round Trivium
(8 IVs and 128 keys for cube size 37)

[No | Cube Indexes [ Free IV bits [ Egs. [p(0]0) [p(1]1) [ps.z0 [ #Rds |
2, 4, 6, 8, 10, 12, 14, 17, 19, 21,
23, 25, 27, 29, 32, 34, 36, 38, 40, .
1|35 44 47 19, 51 53, 55. 57, 50, 0,1,3,5,7,9 g6 | 0721 1 | 0.008| 836
62, 64, 66, 68, 70, 72, 74, 77, 79
1,3, 5,7, 9, 11, 13, 16, 18, 20,
22, 24, 26, 28, 31, 33, 35, 37, 39,
2 |41 45 16, 48 50, 52, 54, 56, 58, 0,2,4,6,8, 79 g5 | 024 1 |o0.016 | 837
61, 63, 65, 67, 69, 71, 73, 76, 78
0,2, 4,7, 9, 11, 13, 15, 17, 19,
22, 24, 26, 28, 30, 32, 34, 37, 39, gs YT
3 |41 43, 45, 47, 49, 52. 54, 56, 58| 1> 39 6,8, 10,77 | " 0/sir | 0-055 | 835
60, 62, 64, 67, 69, 71, 73, 75, 79
0, 2, 4, 6, 8, 11, 13, 15, 17, 19,
21, 23, 26, 28, 30, 32, 34, 36, 38, P W AR
4141, 43 45, 47, 49, 51, 53, 56, 58, 13 2 T 10Tl Vs | 0047 | 835
60, 62, 64, 66, 68, 71, 73, 75, 79
1, 3,5, 7, 10, 12, 14, 16, 18, 20
S oF om0 a1 aa s 27 A0 gi7 | 0.696 | 0.972
5 |22020.27, 20,8188, 85,9740 5 46 g1y | o (70| 000 0as | s
) y y il k) k) k) ) ) N A7 YO A/
61, 63, 65, 67, 70, 72, 74, 76, 78 927 | HAVAR | DRy
0,2, 4, 6, 9, 11, 13, 15, 17, 19
0.667
21, 24, 26, 28, 30, 32, 34, 36, 39, g16 o
6 |41 43 15, 47, 40 51, 54 56, 58| 135 18,10, 77 | g2 i:lﬁ: 0.297 | 836
60, 62, 64, 66, 69, 71, 73, 75, 79 g26 1
0,2,5, 709,11, 13, 15, 17, 20, gs1 8'323
7 |22, 24, 26, 28, 30, 32, 34, 37,39,| 1,3, 4, 6, 8, 10, 33, g33 TR 0.797 | 835
41, 43, 45, 47, 49, 52, 54, 56, 58, 76, 77 946 ”'4”; :
60, 62, 64, 67, 69, 71, 73, 75, 79 gaz f54es,
gao | DB
0,2,4,7, 9, 11, 13, 15, 17, 19, g"“’ 8'822 g'ggl'
21 . .
60, 62, 64, 66, 69, 71, 73, 75, 79 gss | DABH | 1Ry
g36 OAYY | 05 Y
gs1 0G| OHIA
0,2,4,6,9,11, 13, 15, 17, 19, gss | QLAY | 0638
22, 24, 26, 28, 30, 32, 34, 37, 39,| 3,5, 7, 8, 10, 20, 76, | gss | 00277 | 0609
9 |41 43, 45, 47, 49, 52. 54, 56, 58, 77 gse | 0GR | pifap | 0539 | 835
60, 62, 64, 67, 69, 71, 73, 75, 79 gas | DA | W
gar 0.729
g20 0.716
0,2,5,7,9,11, 13, 15, 17, 19, 531 322)
22, 24, 26, 28, 30, 32, 34, 37, 39,| 3, 4, 6, 8, 10, 18, 76 33 | PP
101477 43, 45, 47, 49, 52, 54, 56, 58 77 935 E:”ﬁj 0.477 ] 835
60, 62, 64, 67, 69, 71, 73, 75, 79 g3 | IO
946 OB
gar | 0.776
gi9 O.H8%
0,2,4,7,9, 11, 13, 15, 17, 20, Zio
22, 24, 26, 28, 30, 32, 34, 37, 39,| 5, 6, 8, 10, 18, 33, 76, | 93!
L4y, 43, 45, 47, 49, 52, 54, 56, 58, 77 933 0.711 | 835
60, 62, 64, 67, 69, 71, 73, 75, 79 a6
gar
949
gs
2,4, 6, 8, 10, 12, 15, 17, 19, 21, Zlg . H_;
23, 25, 27, 30, 32, 34, 36, 38, 40, L sk
12 45’ 45, 47, 49, 51, 53, 55, 57, 60, 0,1,3,5,7, 13 iii E:o::: 0.492 | 839
62, 64, 66, 68, 70, 72, 75, 77, 79 o o708
gss | DUGLE
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Table 4. (continued)
[No [ Cube Indexes [ Free IV bits [ Egs. [p(0]0) [p(1]1) [pr.0 [ #Rds |
915 | DAY | O3S
13 0, 2,4,6,8, 12 91 0B8R 1 0.125 | 835
1181 1, 3,5, 7,0, 11, 14, 16, 18, 20, i L
22, 24, 26, 29, 31, 33, 35, 37, 39, ar | BEN | oVl
41, 44, 46, 48, 50, 52, 54, 56, 59, El b7l i
14 |61, 63, 65, 67, 69, 71, 74, 76, 78 0,2, 4,6 12 a1s | 0.754 | 0671/ 0.555 | 840
917 0.754 | 0.690
gas | QU1 | 00T
gso | A4 | DIAZA
g1 =ksa g26=kas - kag + k23 + kso
g2 =kss g27=kag - k5o + k24 + ks1
g3 =kse g28=kso - k51 + ka5 + ks2
ga =ks7 g20=ks1 - k52 + kae + k53
g5 =kss gzo=ks2 - ks3 + ka7 + ksa
g6 =kso g31=ks3 - ksa + kog + kss
g7 =ke1 gz2=ks4 - kss + koo + kse
gs =ke2 933=kss - kse + k3o + ks7
go =kes g3a=kse - ks7 + k31 + kss
gro=FkKea gas=ks7 - kss + k32 + ksg
g11=Fkes gse=ks9 - keo + ksa + ke1
g12=k7g - k7o + ks3 g37=ke1 - ko2 + k36 + ke3
9g13=k3o0 - k31 + k5 + k32 g3s=ke2 - k63 + k37 + kea
g14=k31 - k32 + ke + k33 9g39=Fke3 * kea + k3s + kes
gi15=k32 - k3z + k7 + k34 gao=ke4 - kes + k39 + kes
gi6=kss3 - ksa + ks + k35 ga1=kes - kee + kao + ker
g17=k34 - k3s + ko + k3¢ gaz=kee - ko7 + ka1 + kes
g1s8=kzs - kg + k10 + k37 gaz=ke7 - keg + ka2 + keo
gro=kzs - k3o + k13 + k4o gaa=kes - koo + ka3 + k7o
go0=kao - ka1 + k15 + ka2 gas=keg - k7o + kaa + k71
g21=Fkaz - ka3 + k17 + Kaa gae=k72 - k73 + ka7 + k74
g22=ka4 - kas + k19 + kae gar=k74 - k75 + kao + k76
goz=kas - kae + koo + kar gag=k7s - k7o + kso + k77
g2a=kae - ka7 + k21 + kas gao=kve - k77 + ks1 + krs
gos=kar - kag + koo + kao gso=k77 - k7s + ks2 + k79

Table 5. The cubes, equations and probabilities in the

(8 IVs and 128 keys for cube size 36)

attack on 835-round Trivium

[No [ Cube Indexes [ Free IV bits [ Egs. [p(0]0) [p(Q]1) [pr.z0 [ #Rds |
1,3, 5,709, 11, 13, 16, 18, 20,
22, 24, 26, 28, 31, 33, 35, 37, 39, g | oy | o
L1471 43 46, 48, 50, 52, 54, 56, 58, 0,2,4,6,73 as | w6ay | o | 0219 | 835
61, 63, 65, 67, 69, 71, 76, 78
T.3,5, 7,9, 11, 13, 16, 18, 20, o | A | 057
22, 24, 26, 28, 31, 33, 35, 37, 41, as | 065 | 0661
2 143] 46, 48, 50, 52, 54. 56, 58, 61.| 002 468,38, 39 1 o0 s | ey | 0438 | 836
63, 65, 67, 69, 71, 73, 76, 78 gso | BUFEE | g
1,3, 5, 7,9, 11, 13, 16, 18, 20, a1 | D2 | 0500
22, 24, 26, 28, 31, 33, 35, 37, 39, g3 | 0.698 | 0.857
3 |41 43, 46, 48, 50, 52. 54, 56, 58| 0124 6,871 a0 | 0E | ey | 0328 | 836
61, 63, 65, 67, 69, 73, 76, 78 gso | WB9H | BN
1,3,5, 7,9, 11, 13, 16, 18, 20, 9z 11 007,
22, 24, 26, 28, 31, 33, 35, 37, 39, s |0 0619
4 \41) 43, 46, 48, 50, 52, 54, 56, 58, 0 2 4, 6,8, 67 g0 | 0 Wirir | 0-328 | 836
61, 63, 65, 69, 71, 73, 76, 78 gs0 | 0/ 0548
0,2, 4, 6, 8, 10, 12, 15, 17, 19, 92 10 0.762
21, 23, 25, 27, 30, 32, 34, 36, 40, aa | 08K | plosn
5 142] 45, 47, 49, 51, 53, 55, 57, 60, 13 > T 3T 3 TT A S0V iy | pag | 0492 | 837
62, 64, 66, 68, 70, 72, 75, 79 aao | WIAGD | A
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Table 5. (continued)
[No [ Cube Indexes [ Free IV bits [ Egs. [p(A[T) [ps.20 | #Rds ]|
0,32, 4, 6, 8, 10, 12, 15, 17, 19, 72
21, 23, 25, 27, 30, 32, 34, 36, 38, g4
6 |40, 42, 45, 47, 49, 51, 53. 55, 57.| L2 35 T, 64,77 g1 0.422 | 837
60, 62, 66, 68, 70, 72, 75, 79 939
0,2, 4, 6, 8, 10, 12, 15, 17, 10, 92
21, 23, 25, 27, 30, 32, 34, 36, 38, g4
7 |40, 42, 45, 47, 49. 51, 53, 55, 57.| 1235 7, 66,77 939 Wiy | 0414 | 837
60, 62, 64, 68, 70, 72, 75, 79 gao 0509
0,2, 4, 6, 8, 10, 12, 15, 17, 19, 92
21, 23, 25, 27, 30, 32, 34, 36, 38, gio
8 |40, 42, 45, 47, 49, 51. 53. 55, 57.| 1239 T 70, 77 939 0414 | 837
60, 62, 64, 66, 68, 72, 75, 79 gao
0,2, 4, 6, 8, 10, 12, 15, 17, 10, 94
21, 23, 25, 27, 30, 32, 34, 36, 38, g1z
9 |40, 42, 45, 47, 49, 51. 53. 55, 57.| 1235 T, 68,77 939 03121 837
60, 62, 64, 66, 70, 72, 75, 79 gao
1,35 7,9, 11, 13, 16, 18, 20, g; i:“:i
22, 24, 26, 28, 31, 33, 35, 37, 39, ertind
101477 43 46, 48. 50, 52, 56. 58, 61,| 0> 2 40,8, 54 95 B 0.391 | 836
63, 65, 67, 69, 71, 73, 76, 78 g40 rhss
944 04
0,4,6,8,10, 12, 15, 17, 19, 21, 52 8(733
23, 25, 27, 30, 32, 34, 36, 38, 40, 4 771
10" 45 47, 49, 51, 53, 55, 57, 60.| 12 2030 T 77 912 0461 | 837
62, 64, 66, 68, 70, 72, 75, 79 g39
ga9
0,2, 4, 6, 8, 10, 15, 17, 19, 21, :22
23, 25, 28, 30, 32, 34, 36, 38, 40, 1
12|35 42 47 40 51 53, 55, 58, Go | 1+ 3 5 11,1213, 77 | gs7 0.469 | 839
62, 64, 66, 68, 70, 73, 75, 79 gaz
949
g2
2,6, 8, 10, 12, 14, 17, 19, 21, 23, g4
25, 27, 29, 32, 34, 36, 38, 40, 42, g6
13144) 47, 49, 51, 53. 55, 57, 59, 62, O 134579 ga1 0.500 | 835
64, 66, 68, 70, 72, 74, 77, 79 gas
945
g2 O.ABH
1, 4,6, 8, 10, 12, 14, 16, 19, 21, g1 | 0694
23, 25, 27, 29, 31, 34, 36, 38, 40,|0, 2, 3, 5, 7, 9, 45, 46, | ge
141427 44 49, 51, 53, 55, 57, 59, 62, 47 912 0.680 | 835
64, 66, 68, 70, 72, 74, 77, 79 g3
ga1 | OIH6]
g11 0.821
0,2,4,7,9, 11, 13, 15, 17, 19, gss | 692
22, 24, 26, 28, 30, 32, 34, 37, 39, 935 |/
15|37 13, 45, 47 49, 52, 54, 56, 5s.| > 6+ 8 10,63, 64,76 | 9% ] 0695 | 835
60, 62, 67, 69, 71, 73, 75, 79 946 [
gar Y A4,
g2 W9 0.685
0,2, 4,68, 10, 13, 15, 17, 19, g4 07/
21, 23, 25, 28, 30, 32, 36, 38, 40,| 1,3,5,7, 9, 11, 33, | gi»
16|43’ 45, 47, 49, 51. 53, 55. 58, 60, 34, 77 926 , 0.695 | 835
62, 64, 66, 68, 70, 73, 75, 79 g2s | DIAST
gso | DA
g2 N5
0,2, 4,68, 10, 13, 15, 17, 19, 94
21, 23, 25, 28, 30, 32, 34, 36, 38,| 1,3,5,7,9, 11,39, | gi» .
17 \43) 45, 47, 49, 51. 53, 55. 58, 60, 40, 41, 77 924 0.766 | 835
62, 64, 66, 68, 70, 73, 75, 79 926
gas [VAGEY
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Table 5. (continued)
‘No. Cube Indexes Free IV bits ‘ Eaqs. ‘p(0|0) ‘p(l\l) ‘ Dfo#0 ‘ #Rds ‘
92 I
0,2, 4, 6,8, 10, 13, 15, 17, 19, ga i
21, 23, 25, 28, 30, 32, 34, 36, 40,| 1, 3,5,7,9, 11, 37, 912
18143 45, 47, 49, 51, 53. 55, 58, 60, 38, 77 go1 0.672 | 835
62, 64, 66, 68, 70, 73, 75, 79 926
930
g2
0,2, 4, 6,8, 10, 13, 15, 17, 19, ga
21, 23, 25, 28, 30, 32, 34, 36, 38, 924
19130) 43 45 47 49 51, 53, 55, 58| b 3 5 T 9, 11,66, 77| 2 0.617 | 835
60, 62, 64, 68, 70, 73, 75, T9 928
930
92
0,2, 4, 6, 8, 10, 13, 15, 17, 19, g12
21, 23, 25, 28, 30, 32, 34, 36, 38, g2a Jilstise)
20140, 43, 45, 47, 49, 51, 53, 55, 58,| = > % T % 1L 70, 7T\ 0 0.674 | 0695 | 835
60, 62, 64, 66, 68, 73, 75, 79 gos YLy
930 OHTH
91
0,3,5,7,9, 11, 13, 15, 18, 20, gs
22, 24, 26, 28, 30, 33, 35, 37, 39,| 1,2, 4, 6, 8, 44, 45, gs
21141] 43) 48, 50, 52, 54, 56, 58, 61, 46, 79 933 0.727 | 836
63, 65, 67, 69, 71, 73, 76, 78 940
950
g2
2,4, 6,8, 10, 12, 14, 17, 19, 21, ga
23, 25, 27, 29, 32, 34, 36, 38, 40, g12
22|15 47 49, 51, 53, 55, 57, 60, 62.| O L 3 5 75 43, 44, 45| 17 0.609 | 837
64, 66, 68, 70, 72, 75, 77, 79 930
949
g1
1,3,5,7,9, 11, 13, 16, 18, 20, g3
22, 24, 26, 28, 31, 33, 35, 37, 39, 931
23|41 46 48, 50, 52, 54 56, 50, 61.| O 2 4 6 42, 43, 44 gss 0.570 | 838
63, 65, 67, 69, 71, 74, 76, T8 gas
950
92
0,2, 4, 6,8, 10, 12, 15, 17, 19, g12
21, 23, 25, 27, 30, 32, 34, 36, 38, 930
24100 45, 47, 49, 51, 53, 55, 58, 60.| 1 3 B 41, 42, 43,76 | 90 0.695 | 839
62, 64, 66, 68, 70, 73, 75, 79 gar
949
g2
0,4, 6, 8,10, 13, 15, 17, 19, 21, g-‘“
23, 25, 28, 30, 32, 34, 36, 38, 40, 12
25 |15’ 45, 47, 49, 51, 53, 55, 58, 60.| L 2 3 5 T 9 11,77 | g2 0.641 | 835
62, 64, 66, 68, 70, 73, 75, 79 926
g28
930
923
1,5, 7,9, 11, 14, 16, 18, 20, 22, Z%
24, 26, 29, 31, 33, 35, 37, 39, 41, 27
26 144, 46, 48, 50, 52, 54, 56, 59, 61,| O >4 6, 8,12 929 0445 835
63, 65, 67, 69, 71, 74, 76, 78 gs1
ga2
ga4
920
0,2,4,7,9, 11, 13, 15, 17, 19, Z“
22, 24, 26, 28, 30, 32, 34, 37, 39, 31
27141, 43, 45, 47, 49, 52, 54, 56, 58, > 2 08 75, 77 933 0.617 | 835
60, 62, 64, 67, 69, 71, 73, 79 g35
936
944
g2
0, 2,4, 6,8, 11, 13, 15, 17, 19, Z”
21, 23, 26, 28, 30, 32, 34, 36, 38, 22
28|41, 43, 45, 47, 49, 51, 53, 56, 58, 13 0 19 T TT | g2 0.758 | 837
60, 62, 64, 66, 68, 71, 73, 79 g26
928
949
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