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Orienting readers Title

What was done in a nutshell? Abstract

What is the problem addressed? Introduction
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Is to understand the scientific
contributions the authors are making

o B AR i;—*‘ﬁ%fﬁ}u%}iﬂt 1789 B 42 3 AVE &
BT 89 A 52 71 4



B A —BF AR L

o SiZ Ik PR A L
e FliimE: EML TN I ZRAIAR MG E RN,
« WA IEALATHR “¥ikgm|m”
o E TP RAYIEATRKIERBEAK
o U A~FE 69 EAT o] AL 2k 2R 4
o o FAT L F P AEAT R BMATNRE, KL F%E,



E 4

/\‘32\1\’- ?ﬁ*iﬁi

. ik
e AFMEAIEL T, 4FARL “THTE” fo “HER/ LR
R4
s fFtmie T H &R, RAAE T
o AT AN Z AT, BRI
o PR T AL FE



e LAY JUANR N

e Read critical ly: [F 124 %18 L b M A2 — A FLH)]
e éﬁiiﬁo‘ NRABAZRAEH B A A8y, AR, M

* Read creatively: #t P E 12— B L2 KD
Ay, mAlE RN E =R HE, AR
%

e |t is always easier to tear something down
than to build i1t up.

How to read a research paper. By Michael Mitzenmacher (Harvard)
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asking appropriate questions.
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e a one or two sentence summary of the paper.

e a deeper, more extensive outline of the
main points of the paper

e E.g., assumptions made, arguments presented,
data analyzed, and conclusions drawn

e any |limitations or extensions you see for
the 1deas iIn the paper
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qual ity of the ideas and its potential
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e Motivation/chal len
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Universality of ac conduction in disordered solids

Jeppe C. Dyre and Thomas B. Schrader
Department of Mathematics and Physics, Roskilde University, DK-4000 Roskilde, Denmark

[. Introduction
II. Preliminaries
[II. Ac Conduction in Disordered Solids: Facts
[V. Macroscopic Model
A. Definition
B. Ac universality in the extreme disorder limit
V. Symmetric Hopping Model
A. Definition
B. Ac universality in the extreme disorder limit
VI. Cause of Universality
A. Role of percolation
B. Percolation based approximations
VII. Discussion
A. Model predictions
B. Models versus experiment
C. Outlook
Acknowledgments
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e What was done and why?
e How 1t was done
e What were the main results

e What are the main conclusion

e An abstract must be understandable without
reference to the rest of the paper
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An abstract summarizes, in one paragraph the major
aspects of the entire paper in the following sequence:

1. The question you investigated (Introduction)

. Clearly state the purpose in the first or second sentence

2. The experimental design and methods used (Methods)

s clearly express the basic design of the study

s briefly describe the basic methodology used
(without detail), indicate key techniques used

3. Major findings, key quantitative results or trends (Results)
o report results relevant to the questions asked
. identify trends, relative change or differences

4. A brief summary of your conclusions (Discussion)

5 clearly state the implications of the results
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vSGX: 0)SGX Enclaves §

Shixuan Zhao*, Mengyuan Li*, Yingian Zhang! <], Zhigiang Lin*[<

*Department of Computer Science and Engineering, The Ohio State University
fResearch Institute of Trust-worthy Autonomous Systems, Southern University of Science and Technology
jQDepartment of Computer Science and Engineering, Southern University of Science and Technology
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Abstract—The growing need of trusted execution environment
(TEE) has boomed the development of hardware enclaves.
However, current TEEs and their applications are tightly bound
to the hardware implementation, hindering their compatibility
across different platforms. This paper presents vSGX, a novel
system to virtualize the execution of an Intel SGX enclave atop
AMD SEV. The key idea is to interpose the execution of enclave
instructions transparently to support the SGX ISA extensions,
consolidate encrypted virtual memory of separated SEV virtual
machines to create a single virtualized SGX-like address space,
and provide attestations for the authenticity of the TEE and
the integrity of enclave software with a trust chain rooted in
the SEV hardware. By design, vSGX achieves a comparable
level of security guarantees on SEV as that on Intel SGX. We
have implemented vSGX and demonstrated it imposes reasonable
performance overhead for SGX enclave execution.
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Over the past few years, we have witnessed a tremendous
growth of the use of trusted execution environments (TEEs),
such as Intel Software Guard Execution (SGX) and AMD Se-
cure Encrypted Virtualization (SEV). TEEs have great promise
in protecting both confidentiality and integrity of program
code and data from malicious system software and operators,
which are extremely valuable for clouds where the computing
platform is not fully trusted by its customers. Existing cloud
deployment of TEEs includes Alibaba Cloud’s SGX VM
instances [7], Microsoft Azure’s confidential computing [3],
Google’s confidential virtual machines [4], and so on.

As a prominent TEE platform from Intel, a dominating
player in the general-purpose CPU market, SGX has once
become the de facto standard for building TEE-based appli-
cations. A rich ecosystem with abundant open source projects
and commercial products has been built atop SGX, including
SGX-based password manager [40], SGX-based anonymity
network [38], privacy-preserving data analytics (e.g., [57],
[60]) and machine learning (e.g., [41], [S0]), SGX-based game
protection (e.g., [16], [54]), privacy-preserving contact-tracing
(e.g., SafeTrace [1]) and blockchains [19] using SGX, and
SGX-based IoT network [48], etc.

However, the ISA extension of SGX mandates a clear
separation of software applications into trusted and untrusted
components, such that the trusted software components are

« F )RR

Decoupling TEE software applications from the underlying
TEE hardware is a strong desire of the cloud providers. For
instance, Google’s Asylo project [8] aims to provide a unified
SDK interface so that the same TEE source code developed
with Asylo can be compiled and run on any TEE hardware;
Amazon’s Nitro Enclaves [5] use virtualization technology to
form secure enclaves, so that confidential workloads can run
without SGX. However, neither of these methods can achieve
binary compatibility. Ideally, the cloud providers would offer
their customers an option to build their applications once, in
accordance with the SGX semantics, for instance, given the
large volume of existing SGX-based projects, and deploy them
on a variety of cloud servers, which may or may not have the
hardware capabilities of SGX.

Moreover, the customers should be provided the freedom of
choosing the level of trust they have on the cloud providers.
For instance, for users who fully trust the cloud providers,
hypervisor-based enclaves (e.g., Nitro Enclaves [5]) can be
used. But for other users who do not, either SGX or SEV can
be chosen from two different levels of trust: SGX features
small user-space enclaves with all other software components
exposed to the untrusted hypervisor, while SEV protects the
entire VM and allows flexible deployment of existing applica-
tions, at the cost of a larger attack surface. However, to the best
of our knowledge, there is no technique that could combine the
benefit of both SGX and SEV so that a user can enjoy SEV-
protected VMs for a private computation environment while
still be able to run existing SGX enclave binaries.
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To demonstrate such a feasibility and practicality, in this
paper, we present vSGX, a system that provides binary code
compatibility of partitioned SGX enclave software and enables
its direct execution atop AMD SEV. Conceptually, vSGX can
be considered as an SGX hardware module that is plugged
into an SEV machine. The key idea behind vSGX is to
leverage the VM protection provided by SEV, and execute
trusted enclave of a legacy SGX application in a separated

be considered as an SGX hardware module that i1s plugged
into an SEV machine. The key idea behind vSGX is to
leverage the VM protection provided by SEV, and execute
trusted enclave of a legacy SGX application in a separated
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While the idea of virtualizing SGX enclaves using SEV
might appear to be simple, it in fact faces many non-trivial
challenges (§III). These challenges include how to interpose
the execution of enclave instructions in AMD SEV:; how to
handle enclave entrance and exit since with vSGX an enclave
is executed in a separate EVM; how to handle cross memory
access between the EVMs and AVMs; how to deal with the
untrusted code in the AVM’s OS or even a malicious hypervi-
sor; and how to perform SGX remote attestation on AMD

machines. We have fortunately addressed these challenges
when designing vSGX (§IV).
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We have analyzed the security of vSGX and discussed that
our design has achieved a comparable level of security as with
Intel SGX, through the use of the primitives provided by AMD
SEV (§V). We have also evaluated its performance overhead
with a set of benchmarks and real world applications (§VI).
Our experimental results from the benchmarks show that
while many of the enclave instruction executions (particularly
EENTER and EEXIT) are indeed slower when running in
SEV compared to running in Intel CPU, these overheads will
only be observed by ECall or I/O intensive applications. Our
evaluation with real world SGX applications shows that the
overhead of vSGX is reasonable. Therefore, we believe vSGX
represents a practical way of executing SGX enclaves atop

AMD SEV.
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The architecture of vSGX is illustrated in Figure 1. There
are five components inside vSGX: (1) Instruction Emulation
(8IV-A), (2) Enclave Manager (§IV-B), (3) Memory Man-
agement (§IV-C), (4) Cross-VM Communication (§1V-D), (5)
Remote Attestation (§IV-E). In this section, we present the

detailed design of these components.

= e e i e i ot s ot
, TCB ! Untrusted
[ I
I
' [EVM . | AVM
I

' b s e e e 1
| Enclave " 1 1
: SEraner (SIV-B) : Enclave : : App

""" 1
1 I
1 Enclave Kernel : App VM Module
: Instruction Memory : Instruction Memory
[ Emulation Management i Emulation Management
: (§IVA) (§IV.C) : (§IV.A) (§IV.C)
[ '
[ Cross-VM . i Cross-VM .
: Communication (SIV-D) I Communication (Iv-D)
i l
! 1
L Ty ——— 1
i
! =
i 5
! | Hypervisor
[
i
i vSGXHub (VD)
[}
| KVM Module
i
[
i
e e L e i L e o o e L e e e e L e L e e e e L e e L B L i e
[
[
: Root of Trust (SIV.E) | AMD SEV Hardware
1

Fig. 1: The vSGX architecture.
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V. SECURITY ANALYSIS

In this section, we analyze the security of vSGX and
discuss how vSGX achieves the desired security goals,
namely our G2 and G3.

o« RGO TR @S K k&, R
5] B A7 84 52 4P
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emulation packet, a switchless-syncing packet and a fetch-and-
map packet.

e An instruction-emulation packet is dispatched to its corre-
sponding enclave as specified by the EPC page it operates
on. The verification is enforced in the local dispatcher of
that enclave according to the Intel SGX specification as
discussed in §V-A.

A switchless-syncing packet is first dispatched to its
corresponding enclave. Then, the enclave will check its
switchless-syncing list to see if the page to be synced is
in the list. If and only if so, the packet is accepted. The

10

VI. EVALUATION

We have implemented vSGX with 16, 167 lines of C code
(LoC) and 121 lines of x86-64 assembly. The AVM module
contains 6,377 LoC and 121 lines of assembly, 8,840 LoC
in the enclave kernel, 250 LoC for then enclave manager and
700 LoC in the hypervisor’s KVM module. The source code
of vSGX is made available at github.com/OSUSeclab/vSGX.
In this section, we present the evaluation result. Since we
have answered the security questions of vSGX in §V, in this
section we would like to answer the questions related to the
performance overhead of vSGX. To this end, we designed

. —

d chose a set ol benchmarks and real world applications to

nderstand the overhead at both the component Ievel and the
pplication level] A set of microbenchmaks were designed
and reported in §VI-Al to reveal the performance on an
instruction and component level; A macrobenchmark software
was chosen in §VI-A2 to reflect overall performance. Finally,
we also report the compatibility and performance overhead
for real world SGX application in §VI-B.

Leaf
EADD
EAUG
EBLOCK
ECREATE
EDBGRED
EDBGWR
EEXTEND
EINIT
ELDB/ELDU
EMODPR
EMODT

Average Overhead (pes) Packets Sent
1421.23
990.20
840.85
3719.06
N/A
N/A
986.76
811.03
1958.13
1071.26
976.15

ENCLS

[ L ]



T 17 -17 18

VII. LIMITATIONS AND FUTURE WORK

vSGX can be improved in multiple avenues. We list some
of the ideas to improve vSGX below.
e vSGX currently does not support enclave debugging.
Specifically, EDBGRD and EDBGWR are not supported. We
leave the support for enclave debugging to future work.

e The cross-VM memory syncing in vSGX cannot reflect
real-time changes. As such, memory barriers and atomic
instructions between the enclave and the application code
will not behave correctly. This can interfere with locks
implemented with atomic instructions sharing with the
untrusted world. A solution is to use OCalls to implement
locks on shared memory pages.

e vSGX does not yet fully support Intel’s CPUID semantics.
For instance, if the software uses CPUID to check if SGX
1s supported, the check would return negative. This can
be supported by software emulation, but as the behavior
of CPUID is architecture-dependent, we leave it to future
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VIII. RELATED WORKS

There are numerous efforts in supporting the growth of the
TEE software developer community. In particular, there are a
variety of SDKs (e.g., Intel SGX SDK, Rust SGX SDK [69]).

Efforts have been made to provide uniform TEE /
to the developer regardless of TEE implementa
ples include the Asylo framework proposed by
the Open Enclave framework by Microsoft [.
Open Portable Trusted Execution Environment (O
There are also approaches of running legacy coc
an enclave as demonstrated in SCONE [12], Ha
Graphene-SGX [21]. Others aim to integrate S
and containers [9], [62], [63] and to support er
tion [28], [53]. In this work, we focus on prov
compatibility of SGX enclave applications and d
the execution of SGX enclaves on AMD platfor

IX. CONCLUSION

We have presented vSGX, a novel system to virtualize the
execution of Intel SGX enclave atop AMD SEV. With transpar-
ent instruction emulation, cross-VM memory synchronization,
and tight integration with the SEV-based memory encryption
and isolation, vSGX provides binary-compatible support for
SGX enclave applications without losing security. We have
implemented vSGX and demonstrated it incurs reasonable
performance overhead for SGX applications.
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e Consol idate common concerns.

e Save space by responding to multiple reviewers
at once if they share related concerns.

@R2,R3 - Why gradient-based explanations? Why not
align attention to human importance? Gradient explana-
tions directly link model decisions to input regions (being de-
cision gradients after all) and so aligning these importances
ensures the model is basing its decision on human-attended
regions. Further, gradient-based explanations are a function
of all the parameters of the network (L.443-447). In contrast,
attention is a bottom-up computation that relies only on the
image and the question (L483). Even with appropriate at-
tention, the remaining network layers may still disregard the
visual signal in the presence of strong biases in the dataset.
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paper. ” , frebuttal P32/ —/~discussion
e INE4t “We will explain what D {RT} stands for
in the paper” , fErebuttal P B RKEMH A
« IREDLEH, &3 gk a9 LE



tips

e Be transparent. 5k
* Reviewers & KAM AL KT, ERZABURNAWF
rebuttal DT BLAN SR IS 2B ?
« XA RWBUE 1 T reviewer & K6y FE 157

* Don” t forget the humans on the other end

e Typo list? Thank you. Pointers to relevant
work? Thank you. Detailed musings about future
work? Thank you. Add at least a short blurb
acknowledging these things!

e Finding points where you do agree with the
reviewer and acknowledging them can help with
the l|atter.



