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If you are using Trusted
Hardware, isn’t all of this
trivial? Trusted Hardware
solves all security problems!




| Fairness in an Unfair World: Fair Multiparty Computation
from Public Bulletin Boards (CCS 2017)

Security Property of MPC: Fairness

‘ An adversary can receive their output only if all honest parties receive output. |
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Ad-Hoc Secure Two-Party Computation on Mobile Devices
using Hardware Tokens (Usenix Security 2014)
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| Ad-Hoc Secure Two-Party Computation on Mobile Devices
using Hardware Tokens (Usenix Security 2014)
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Multiplication Triple (MT): (cq4 D cg)=(as D ag)(by D bg)

Shares intended for only one party: ay, by, c4 < ag, bg, cg
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Toward Scalable Fully Homomorphic Encryption
Through Light Trusted Computing Assistance

Wenhao Wang, Yichen Jiang, Qintao Shen, Weihao Huang, Hao Chen, Shuang Wang, XiaoFeng Wang,
Haixu Tang, Kai Chen, Kristin Lauter and Dongdai Lin

Abstract—It has been a long standing problem to securely outsource computation tasks to an untrusted party with integrity and
confidentiality guarantees. While fully homomaorphic encryption (FHE) is a promising technique that allows computations performed on
the encrypted data, it suffers from a significant slow down to the computation. In this paper we propose a hybrid solution that uses the
latest hardware Trusted Execution Environments (TEEs) to assist FHE by moving the bootstrapping step, which is one of the majer
obstacles in designing practical FHE schemes, to a secured SGX enclave. TEEFHE, the hybrid system we designed, makes it possible
for homomorphic computations to be performed on smaller ciphertext and secret key, providing better performance and lower memory
consumption. We make an effort to mitigate side channel leakages within SGX by making the memory access patterns totally
independent from the secret information. The evaluation shows that TEEFHE effectively improves the software only FHE schemes in
terms of both time and space.
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o [Intel Xeon E3-1280 vb6, 3.7 GHz, 64 GB JAI 77

o SEAL v2 3

n 2048 | 4096 8192 16384 32768
encryption 2323 | 4704 | 12809 36322 119422
decryption 419 878 3802 13431 50933
addition 17 62 330 1126 4258
multiplication | 3839 7886 | 38088 154495 694098
square 2818 | 5743 | 28571 113490 522905
relinearization | 465 989 9012 51738 348991
software only 2.09 x 5.20 x
bootstrapping i ) ) 10° 1010
SGX 1.43 % 1.44 x

bootstrapping 5454 | 11254 | 43750| 105 106
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File Function Changes
util /uintarithsmallmod.cpp;
util /uintarithmod.cpp

exponentiate_uint_mod rewrite i f statement with cmov instructions

Encryptor::preencrypt;
RNSEncryptor::rns_preencrypt
Decryptor:decrypt;

tor.cpp; rmsd tor. /
dectyplot.app: Ssdectyplotepp RNSDecryptor::rns_decrypt
smallntt.h inverse_ntt_negacyclic_harvey rewrite if statement with cmov instructions
encryptor.cpp Encryptor::preencrypt resize the destination to size coeff_count

encryptor.cpp; rmsencryptor.cpp rewrite if statement with cmov instructions

rewrite i f statement with cmov instructions




1 // size:
2 void
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__asm___

number of gwords (8 bytes)

__attribute  ((noinline)) conditional_mov (void =
source, wvoid sdest, uintéd_t size, uint6d_t cond) |
__wolatile

$%rax\n"

$%rbx\n"

$%rdx\n"

"movg %1,
"movg %2,
"movg 50,
"loop:\n"
"empg %3, %$%rdx\n"
"jge exit\n"
"movg (%%rbx),
"emp S$1, %0\n"
"cmove (%%rax), %$%rcx\n"
"movg %%rcx, (%%rbx)\n"
"addg $8, %%rax\n"
"addg $8, %%rbx\n"
"inc %%rdx\n"
"Imp loop\n"
"exit:\n"

mp® foond), "M

size)
Wypgyul , "rhy " i

EErcxi\n"

(source), "r" (dest), "r" |

"rex", "rdx", "memory");

1 uint64_t exponentiate_uint_mod(uint64_t operand, uintéd_t
exponent, const SmallModulus &modulus) |

2 - ... /7 Fast cases
3
4 uintéd4d t power = operand;
5 uint6é4_t product = 0;
& uint6d t intermediate = 1;
7 // Initially: power = operand and intermediate = 1,
product is irrelevant.
8
while (true) |
10 if (exponent & 1) {
iy = product = multiply_uint_uint_mod(power,
intermediate, modulus);
i2 - swap (product, intermediate);
13 - }
14 + product = multiply_uint_uint_mod(power,
intermediate, modulus);
15 + Ecndltlcngi _mov (&product, &intermediate, 1,
exponent & 1) »
16 7
7/
i7 expopent >>= 1;
18 i;’{expcnent == ¥
19 7’ break;
/
20 s}
21 ‘,/ product = multiply_uint_uint_ mod({power, power,
P modulus) ;
-
- swap (product, power);
23 1
24 return intermediate;
2% )
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Secret

Instruction Appeared in function dependent?

S%gﬁ% 85%1122?[552’ Encryptor::set_poly_coeffs_normal no

DIV; ID1V; DIVPD;

Encryptor::Encryptor;

DIV%;’VES%VPS’ SealContext::validate no
VPMASKMOVD/Q not found -
RDRAND sgx_rdrand no
CLFLUSH,;
CLFLUSHOPT gkl &
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