TR A 7] A AT IRIE
HARrafat E

T35
NS FeE R LR

[T08 « 5K




ML ++ & (Confidential Computing)

Microsoft

" CONFIDENTIALCOMPUTING
. CONSORTIUM

The Rise of ’/ ’
Confidential Computing AN G

Mark Russinovich
CTO, Microsoft Azure, Microsoft N\ 3 S A . .
@markrussinovich A community focused on projects securing data in use and accelerating

the adoption of confidential computing through open collaboration.
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Confidential multi-party machine learning
Partnered health facilities contribute private patient health data sets to train a ML model

Each facility only sees their respective data sets (aka no one, not even cloud provider, can
see all data or trained model, if necessary)

All facilities benefit from using trained model
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Product Name Status Launch Date # of Cores Pr:):]uT:r:l;(; Prt;::;z::]l?;se Cache TDP Processor Graphics El? mﬁgnrz
W
Ll °E_ 2 i
Intel® Xeon® E-2278GEL Launched Q219 s 3.90 GHz 2.00 GHz 16 MB 35W Intel® UHD Graphics
Processor 630
Intel® UHD Graphi
Intel® Xeon® E-2278GE Processor Launched Qz2"19 8 4,70 GHz 3.30 GHz 16 MB aow GHSZ raphics
12 MB Intel® UHD Graphi
Intel® Xeon® E-2176G Processor Launched Q318 6 4.70 GHz 3.70 GHz aow nte raphics
SmartCache 630
12 MB Intel® UHD Graphi
Intel® Xeon® E-2186G Processor Launched Q318 5 4,70 GHz 3.80 GHz o5 W e raphics
SmartCache P&30
-] L= -
Intel® Xeon® Processor E3-1240L Launched Q415 4 3.20 GHz 210 GHz s
v5 Intel SGX for the Data Center
e e - H 1 1 1 1 1 1 -]
Intel® Xeon® Processor E3-1280 Launched Q415 4 2.00 GHz 370 GHz s Helping protect custon’]er data in the cloud is a‘Eop priority for cloud service providers. Intel
V5 Software Guard Extensions (Intel® SGX) was designed to help create more secure
Intel® Xeon® P . environments without having to trust the integrity of all the layers of the system. The
ntel® Xeon® Processor E3-1220 Launched Q415 4 3.50 GHz 3.00 GHz g technology isolates specific application code and data to run in private regions of memory,
Ve or enclaves. Intel SGX is currently used by top cloud providers, including Alibaba Cloud®,

Baidu*, IBM Cloud Data Guard* and Microsoft Azure* for various projects to help protect
customer data at runtime. Today, Intel announced new products and ecosystem solutions
that enable Intel SGX to be used even more broadly in the data center.

More: RSA 2019

Scaling Intel SGX for the Cloud: Intel introduced the Intel SGX Card, a new way to help
extend application memory protections using Intel SGX in existing data center infrastructure.
Though Intel SGX technology will be available on future multi-socket Intel® Xeon® Scalable
processors, there is pressing demand for its security benefits in this space today. Intel is
Intel iﬁtroduced the Intel SGX Card in Febru ary 2019. 1t iS d new way toh E'lp extend acce[erating deployment of Intel SGX technology for the vast majori‘l;).-I of cloud servers
application memory protections using Intel Software Guard Extensions in existing data center  deployed today with the Intel SGX Card. Additional benefits offer access to larger, non-

. . . enclave memory spaces, and some additional side-channel protections when
infrastructure. (C redit: Intel Corporati 0”) compartmentalizing sensitive data to a separate processor and associated cache. Availability
is targeted for later this year.
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if (aex_detected()) {
co_location_test();

}

if (aex_detected()) {
co_locatio n_test();

if (aex_detected()) {
co_location_test();

<

}
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