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“All problems in computer science can be solved by another
level of indirection. ” by David Wheeler

... except for the problem of too many layers of indirection.

layers of indirection + ===~~~ » abstraction layer
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[1] Leaky Cauldron on the Dark Land: Understanding Memory Side-Channel Hazards in SGX. CCS 2017
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1-level predictor (PHT)
PC ----BPU

Selector Table
S n-bit SC |
PC n-bit SC
2-level predictor n-hit SC ’
n-bit SC

Branch PC —————{ 1-level predictor —6/
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[2] Bluethunder: A 2-level Directional Predictor Based Side-Channel Attack against SGX. CHES 2020



CPURIAREIIMNIEE

 CPU -- B]{E1T3E (TEE)
« Intel SGX, AMD SEV, ARM TrustZone, keystone enclaveZ
« E¥dIntel SGXAIMISIER1H
o XEFERIRFRRE: PhEHE T EEAER/a RTINS B E--HyperRacel®]
- EEMEHFNRIERE: rAIaXEEERF R S TEEIRTT--HETEEX
- [HEMESERF A EEE TR

[3] Racing in Hyperspace: Closing Hyper-Threading Side Channels on SGX with Contrived Data Races.
S&P 2018

[4] Enabling Rack-scale Confidential Computing using Heterogeneous Trusted Execution Environment.
S&P 2020

[5] Randomized Last-Level Caches Are Still Vulnerable to Cache Side-Channel Attacks! But We Can Fix
It. S&P 2021
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TRR mov (), %eax
ECC mov ('), %ebx
clflush (X)
B RN TN
mfence
Jmp loop

loop:
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[6] BitMine: An End-to-End Tool for Detecting Rowhammer Vulnerability. In submission to TIFS
[7] Protect Page Tables Against RowHammer Attacks using Software-only Target Row Refresh. In
submission to ATC 2021
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